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405(d) Program in Review

Throughout 2021, the U.S. Department of Health and Human Services (HHS) 405(d) Program executed various strategic 
engagements and communication campaigns in an effort to continue the mission and vision of the program: “Aligning 
Healthcare and Security Approaches.” Additionally, the program helped grow the reach of the task group by adding an 
additional wave and setting up the Task Group Ambassador program. Task Group Members also worked diligently on new 
405(d) publications regarding Enterprise Risk Management and Tactical Crisis Response, adding to the 405(d) library of 
cybersecurity resources for the Healthcare and Public Health sector. Overall, the program continues to build upon the work 
completed in previous years and has refined its approaches to promote the message that Cyber Safety is Patient Safety.
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Task Group Developments
Task Group Ambassadors
The 405(d) Task Group convened the first meeting of 
405(d) Task Group Ambassadors on March 23, 2021. Since 
then, the Ambassadors have developed a speaker package 
for other task group members to utilize for discussing 
the 405(d) Program and Health Industry Cybersecurity 
Practices: Managing Threats and Protecting Patients (HICP) 
with the sector. This package includes an assortment of 
slides, talking points, and abstracts. The Ambassadors have 
also been instrumental in spreading the 405(d) message 
via social media, which resulted in increased platform 
followings and spotlight webinar attendance.

Wave 4 Development
The 405(d) Task Group’s Wave 4 met for the first time on 
April 27, 2021. The goal of Wave 4 is to fold the Healthcare 
and Public Health Sector Coordinating Council (HSCC) 
document Health Industry Cybersecurity Tactical Crisis 
Response Guide into the 405(d) family of publications. The 
Wave 4 members have identified the additional sections 
needed to benefit the HPH sector and align the document 
with the 405(d) cornerstone document, HICP.
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405(d) SBARs and the Tiger Team
In order to help the HPH sector better respond to 
cybersecurity events, the 405(d) Program established a 
Tiger Team, which consists of 405(d) Task Group members 
that discuss time-sensitive cybersecurity alerts and events 
that are relevant to the HPH sector. The Tiger team 
develops an SBAR Situation, Background, Assessment, and 
Recommendation product that is tailored specifically for 
the HPH sector.  The Recommendations are all pulled from 
the HICP Publication. This is a new 405(d) product and in 
2021, we released three of these quick turnaround reports. 



2021 Standout Achievements

New 405(d) Products Released in 2021
Myth versus Fact

Executive Cards Five Threat Flyers

Cybersecurity Awareness 
Month Posters

To learn more about how you can protect your patients from cyber threats check out the Health Industry Cybersecurity 
Practices: Managing Threats and Protecting Patients publication. Check out the available resources 405(d) has to offer by 
visiting our social media pages: @ask405d on Facebook, Twitter, LinkedIn and Instagram!

Cybersecurity should be a top priority for you and your healthcare organization.
Maintaining a cybersecure workplace takes teamwork and must become a daily practice. This requires 
everyone to be properly trained and equipped with the most up-to-date knowledge and mitigation 
practices to defend against current threats. Cybersecurity is not an afterthought. If you want to protect 
your patients, you have to consider “Cybersecurity First!” Start with incorporating practices from the 
405(d) publication, Health Industry Cybersecurity Practices: Managing Threats and Protecting Patients 
(HICP), into your organization’s day-to-day operations and cybersecurity policies.

CYBERSECURITY FIRST
Do Your Part. #BeCyberSmart.
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Remember, when healthcare employees work together, we have 
a better chance of winning the battle against cyber attacks.

Cyber Safety is Patient Safety!

Follow these cyber 
hygiene tips from the HHS 
405(d) Health Industry 
Cybersecurity Practices: 
Managing Threats and 
Protecting Patients 
(HICP) publication to 
get you started!

• Never open email attachments 
from unknown senders.

• Know your organization’s 
procedures for reporting 
suspicious emails.

• Use strong usernames and 
passwords with multi-factor 
authentication.

• Deploy anti-malware detection 
and remediation tools.

• Maintain a complete and 
updated inventory of assets.

• Develop a ransomware 
recovery playbook and test it 
regularly.

• Acquire and use data loss 
prevention tools.

• Assess current security controls 
on networked medical devices.

National Cybersecurity Awareness Month

FIGHT THE PHISH
Do Your Part. #BeCyberSmart.

To learn more about how you can protect your patients from cyber threats check out the Health Industry Cybersecurity 
Practices: Managing Threats and Protecting Patients publication. Check out the available resources 405(d) has to offer by 
visiting our social media pages: @ask405d on Facebook, Twitter, LinkedIn and Instagram!

Phishing Training for Employees

Phishing Detection Tips

Train your employees and partners 
to use the encryption module 
within your email system to 
minimize the risk of information 
being intercepted by hackers.

Train your employees to be careful 
when sending and receiving emails 
that contain personally identifiable 
information (PII), like protected health 
information (PHI). When sending PII 
or PHI, double check that the email 
address of the intended recipient of the 
email message is correct and entered 
without errors so that the message is 
not received by the wrong person.

Train your employees where to send 
suspicious messages. These should be 
reported to the person responsible 
for maintaining your IT system staff 
or contractor. That individual or 
service provider can then advise 
the sender regarding disposition 
of the suspicious message.

Check embedded links. Validate that 
the URL of the link matches the text 
of the link itself. This can be achieved 
by hovering (not clicking) your mouse 
cursor over the link to view the URL 
of the website to be accessed.

Look for suspicious From addresses. 
Check received e-mails for spoofed 
or misspelled From: addresses. For 
example, if your organization is “ACME” 
and you receive an e- mail from user@
AMCE.com, do not open the e-mail 
without verifying that it is legitimate. 
You can check by hovering over the 
sender’s name. Does the mail address 
match what is in the “From” field?

Be cautious with “urgent” messages. If 
the e-mail message requires immediate 
action, especially if it includes a request to 
access your e-mail or any other account, 
do not open the e-mail or take any action 
without verifying that it is legitimate.

Be cautious with “too good to be true” 
messages. If you receive an unexpected 
message about winning money or gift 
cards, do not open the e-mail or take any 
action without verifying that it is legitimate.

That Seems Risky

To learn more about how you can protect your patients from cyber threats check out the Health 
Industry Cybersecurity Practices: Managing Threats and Protecting Patients publication. Check out 
the available resources 405(d) has to offer by visiting our website at 405d.hhs.gov and our social 
media pages: @ask405d on Facebook, Twitter, LinkedIn and Instagram!

Fall Campaign Infographics

Staying Cyber Safe in the Healthcare 
and Public Health Sector
Tips for individuals and organizations

As cyber attacks on the Healthcare and Public Health Sector continue to rise 
and directly affect patient safety, it is important to know why healthcare is 
targeted and what you and your staff can do today to mitigate these attacks.  

Why is healthcare targeted?
1. Protected Health Information (PHI) and Personal Identifiable 

Information (PII) is worth a lot of money for attackers.

2. Ransomware attackers take advantage of the time sensitive 
nature of healthcare and rely on health organizations paying 
ransoms to continue delivering patient care.

3. The healthcare industry also encompasses outdated 
technology that is vulnerable to attackers.

4. Healthcare staff include a wide range of professions and not 
everyone is educated on cyber hygiene and safety.

5. Healthcare has a broad attack surface because of many 
connected devices that reside inside a small, medium, or 
large health organization.

Where do these attacks come from?

Identify and report email 
phishing attempts
When in doubt, report the email to your IT 
personnel. Never provide sensitive information 
when being asked in urgency. Always double 
check the source and, if needed, call the 
requester to verify.

Use multi-factor 
authentication
Requiring more than one form of 
identification to validate users 
accessing your systems will 
provide a double layer of security. 

Secure all your IT Equipment
It is important to protect your 
smartphone, tablets, laptops, and 
computers both physically and remotely 
from threats.  When you leave your 
device always lock it with a secure 
password and never leave it unattended.  
Also, it is important to never ignore 
software updates your organization 
pushes as they provide extra protections 
for your devices. 

Report suspicious 
activity immediately
Whether you are noticing glitches 
in a database or you get a suspicious 
email, when in doubt report any 
suspicious activity immediately 
as this can prevent a cyber attack 
from spreading through your 
organization.

Be cyber smart while 
working remotely
Be very careful when accessing your 
organization’s network from a remote 
location. Hackers frequently intercept 
open Wi-Fi networks, which could 
leave your organization’s network 
at risk. Therefore always use secure, 
password protected Wi-Fi. If you must 
work while using public Wi-Fi, it’s best to 
be connected through a password protected 
Virtual Private Network (VPN).

Protect patient data
Always ensure you are protecting your 
patients’ data by using encryption. Get 
to know your organization’s policies 
when accessing and transmitting 
sensitive data. Also, be aware of social 
engineering techniques that ask you to 
email or mail patient information.

  Cyber Hygiene Tips:  

Organized crime and online criminals
These groups sell healthcare data due to its high 
monetary value and are active in holding systems 
and data for ransom.

Malicious insiders
These individuals use their access to an 
organization’s data to perform malicious activity 
such as stealing PHI or PII for monetary gain.

Foreign actors and governments
These groups are interested in healthcare 
information that might give them a political 
advantage or insight into the American public.

Accidental and honest mistakes
These individuals make honest mistakes such as 
sending sensitive data through an unsecure email 
which leads to a data breach. To learn more about how you can protect your patients from cyber threats check out the Health Industry Cybersecurity Practices: Managing Threats and Protecting Patients publication. 

Check out the available resources 405(d) has to offer by visiting our social media pages: @ask405d on Facebook, Twitter, LinkedIn and Instagram!

Prepare, React, and Recover from Ransomware
Every healthcare organization, regardless of size, is a potential target for Ransomware attacks.  
Preparing for, preventing, and recovering from Ransomware attacks is paramount to patient safety.  
Follow these industry tested best practices (Prepare, React, Recover) to ensure your organization 
is prepared for these attacks and can continue to keep patients safe in the event of an attack.

Acronyms
CISA—Cybersecurity and Infrastructure Security Agency
HHS—United States Department of Health and Human Services
ISAC—Information Sharing and Analysis Center
ISAO—Information Sharing and Analysis Organizations
MS-ISAC—Multi-State Information Sharing and Analysis Center

GENERAL USERS AND 
MEDICAL PRACTITIONERS CYBER/IT PROFESSIONALS EMERGENCY MANAGERS
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protocol for incident handling

• Consider removing the ability 
to print and copy/paste from 
Electronic Medical Records 
(EMR) applications or web 
mail accessed from home

• Determine which devices were affected 
and immediately isolate them

• Power down affected systems for 
investigation and recovery

• Triage affected systems for 
investigation and recovery

• Contain any associated systems 
that may be useful for further or 
continued unauthorized access

• Implement steps learned in your cybersecurity 
awareness and training program

• Request assistance from CISA, HHS, MS-ISAC, and 
local, state, or federal law enforcement partners

• Take a system image and memory capture of a sample of 
affected devices and collect relevant logs for evidence

• Consult federal law enforcement about possible decrypts available 
and follow trusted guidance for the particular ransomware variant

• Confer with team and stakeholders 
to document what happened 
on initial analysis

• Consider sharing lessons learned and 
indicators of compromise with CISA or 
your sector ISAC/ISAO for further sharing 
and to benefit others within the community
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ck • Take care not to reinfect clean 
systems during recovery

• Document lessons learned 
and adjust policies and 
response plans accordingly

• Restore data from offline, encrypted backups 
based on prioritization of critical services

• Issue password resets for all affected systems and users
• Follow additional technical guidance from CISA and MS-ISAC
• Monitor network traffic and run antivirus scans 

to identify any remaining infection
• Address any associated vulnerability and 

gaps in security or visibility
• Clean, rebuild, and re-connect systems based 

on prioritization of critical services

To learn more about how you can protect your patients from cyber threats 
check out the Health Industry Cybersecurity Practices: Managing Threats and 
Protecting Patients publication. Check out the available resources 405(d) has 
to offer by visiting our social media pages: @ask405d on Facebook, Twitter, 
LinkedIn and Instagram! And check out our new website at 405d.hhs.gov!
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operations to maintain hard 
copies of patient data 

• Understand your organization’s 
incident response plan

• Identify your IT/Security point of 
contact in case of a cyberattack

• Perform risk management for 
third party vendors and managed 
service providers (verify)

• Implement a cybersecurity user 
awareness and training program

• Make sure you understand which 
personnel will support the leader during 
each phase of the investigation

• Maintain offline, encrypted backups of 
data with 3-2-1 backup strategy

• Create, maintain, and exercise a cyber incident response plan 
to include a communication strategy during incidents

• Conduct regular vulnerability scanning
• Regularly patch and ensure devices are securely configured.
• Apply the principle of least privilege to all systems and devices
• Implement security protocols and filters at the email 

gateway to prevent successful phishing attempts
• Authenticate in-bound email to prevent email spoofing

Health Sector Cybersecurity Coordination Center (HC3) was created by the 
Department of Health and Human Services to aid in the protection of vital, 
healthcare-related controlled information and ensure that cybersecurity information 
sharing is coordinated across the Health and Public Health Sector (HPH).

To learn more and access HC3 resources you can visit their site, here.

405(d) Website
On December 1st, through OCIO and OIS, the 405(d) 
Program launched the official HHS 405(d) Program 
website—405d.hhs.gov.  Through this new website, which 
was developed in partnership with the 405(d) Task Group, 
the 405(d) Program provides the HPH sector with useful, 
impactful, and industry-tested resources, products, 
videos, and tools that help raise awareness and provide 
vetted cybersecurity practices. The website aims to 
drive behavioral change and move towards consistency 
in mitigating the most relevant cybersecurity threats to 
the sector. In its first full month in December, the 405(d) 
Program’s new website received a total of 161,255 hits.

State-Wide Training with HICP
In 2021, the Iowa Primary Care 
Association provided their members 
with cybersecurity training based 
on the 405(d) HICP publication. 
The training sessions focused on 
all ten practices and took place 
over the course of an entire year. 
This engagement reached small 
practices and exemplifies the best 
use of utilizing HICP within small 

organizations and an example of how associations can help 
use or increase the adoption of HICP.

October 405(d) Spotlight Webinar
The 405(d) October Spotlight Webinar held on October 
5th saw an audience of 205+ attendees, a new high for 
the program’s bi-monthly recurring event. This webinar 
consisted of a new format which included a representative 
from a healthcare network whose organization experienced 
a cyber attack in 2020, and federal representatives from 
Cybersecurity & Infrastructure Security Agency (CISA), 
Federal Bureau of Investigations (FBI), and HHS. Federal 
representatives provided feedback for viewers to help them 
learn about resources available. This event received rave 
reviews with members of the HPH sector calling it the “gold 
standard” and “the best webinar they have ever attended.”

161,255
website hits in December

https://405d.hhs.gov/public/navigation/resources
https://405d.hhs.gov/public/navigation/resources
http://405d.hhs.gov
https://www.facebook.com/ask405d
https://twitter.com/ask405d
https://www.linkedin.com/company/hhs-ask405d/
https://www.instagram.com/ask405d/
http://405d.hhs.gov

