
HAVE YOU HEARD ABOUT
PROTECTING MEDICAL DEVICES?

Medical device security is an essential element for protecting 
patient safety. These devices deliver significant 
benefits and are the cornerstone for patient 
care. As with all technologies, medical 
devices are accompanied by cybersecurity 
challenges. Due to greater connectivity 
and features, certain devices may now 
be vulnerable to cyber threats. In 
this issue of Have You Heard, we 
will provide resources that can 
assist your organization in making 
medical devices cyber safe.

BY THE NUMBERS

The number of vulnerabilities related to 
Internet of Things devices increased by 16% 
year over year, compared to a growth rate 
of only 0.4% for vulnerabilities overall.

SOURCE: https://www.ibm.com/security/
data-breach/threat-intelligence/

48 percent of data lost 
was on a laptop, desktop 
computer, or mobile device.

SOURCE: https://www.kiteworks.
com/hipaa-compliance/lost-stolen-
mobile-devices-leading-cause-
of-healthcare-data-breaches/

Year over year, the number 
of breaches reported 
increased 19%: there were 
905 reported in 2021, 
compared to 758 in 2020.

SOURCE: https://www.
protenus.com/breach-
barometer-report

LOOKING FOR MORE 
INFORMATION?
Check out the resources below!

HHS 405(d)—Aligning Health Care 
Industry Security Approaches
405(d) aims to enhance cybersecurity and align health 
industry security approaches by developing best practices 
and mitigation strategies to attack the most common cyber 
threats facing the health sector. Healthcare organizations 
should check out The Health Industry Cybersecurity Practices: 
Managing Threats and Protecting Patients (HICP) Main 
Document, Practice #9 on Connected Medical Device 
Security to ensure their medical devices are cyber secure.

RESOURCES
June Spotlight Webinar— 
The Internet of Medical 
Things: Making Them 
More Secure

Prescription Poster—
Medical Devices

Five Threat Series Flyer—
Attacks on Medical Devices

Threat Series Slides—
Attacks on Connected 
Medical Devices

Poster—Put Patients 
First: Protect Connected 
Medical Devices

HICP

The Food and Drug Administration (FDA)
The Food and Drug Administration (FDA), an agency within 
the U.S. Department of Health and Human Services, has four 
directorates overseeing the core functions of the agency:

1.	 Medical Products and Tobacco,
2.	 Foods and Veterinary Medicine,
3.	 Global Regulatory Operations and Policy, and
4.	 Operations.

A core responsibility is protecting the public health 
by assuring the safety, effectiveness, quality, and 
security of human and veterinary drugs, vaccines and 
other biological products, and medical devices. The 
FDA has released multiple resources and guidance 
on securing your medical devices and protect 
against loss of protected health information.

RESOURCES
Digital Health Center of 
Excellence—Cybersecurity 
Homepage

Digital Health Center 
of Excellence—Medical 
Device Interoperability

Digital Health Center of 
Excellence—Software 
as a Medical Device

Health Sector Cybsersecurity 
Coodination Center (HC3)
HC3 provides recommendations and mitigation strategies 
around medical device security, for protecting the sector 
against cyber threats especially threats that impact 
patient safety, security, and privacy. In addition, they have 
created guidance on threat modeling for mobile health 
systems that will help you to understand your systems 
complexity. Therefore, helping you to understand all 
possible threats that could affect your medical devices. 
For more information, please email HC3@hhs.gov.

RESOURCES
SMB Vulnerabilities 
in Healthcare

Threat Modeling for 
Mobile Health Systems

HC3 Intelligence Briefing 
Wearable Device Security

Medical Device 
Image Tampering

Department of Homeland Security 
(DHS)—Cybersecurity & Infrastructure 
Security Agency (CISA)
The Cybersecurity and Infrastructure security agency CISA 
provides Cyber essentials toolkits with actionable practices 
that are consistent with NIST cybersecurity framework. 
Including additional resources that if implemented 
will support a proactive risk management culture and 
limit the risk of compromise of your medical devices.

RESOURCES
Medical Device 
Management

CISA Cyber Essentials 
Toolkit Chapter 3: 
Your Systems

Cyber Hygiene Services

National Institute of Standards 
and Technology (NIST)
National Institute of Standards and Technology (NIST) 
NIST was founded in 1901 and is now part of the U.S. 
Department of Commerce. NIST is one of the nation’s 
oldest physical science laboratories. Today, NIST 
measurements support the smallest of technologies to 
the largest and most complex of human-made creations 
—from nanoscale devices so tiny that tens of thousands 
can fit on the end of a single human hair up to earthquake 
resistant skyscrapers and global communication 
networks. The practices found in HICP, like medical 
device security, are largely based on NIST frameworks.

RESOURCES
Blog – “Securing 
Internet-Connected 
Medical Devices”

Healthcare and Public Health Sector 
Coordinating Council (HSCC)
The Healthcare and Public Health Sector Coordinating 
Council (HSCC) is a coalition of private sector critical 
healthcare infrastructure entities organized under the 
National Infrastructure Protection Plan. They partner 
with and advise the government in the identification 
and mitigation of strategic threats and vulnerabilities 
facing the sector’s ability to deliver services and assets 
to the public. The Healthcare and Public Health Sector 
Coordinating Council (HSCC) Joint Cybersecurity Working 
Group has provided a security plan to address a major 
recommendation of the Health Care Industry Cybersecurity 
Task Force report from June 2017 calling for a cross-sector 
strategy to strengthen cybersecurity in medical devices. 

RESOURCES
Health Industry 
Cybersecurity Supply Chain 
Risk Management Guide 
V2.0 (HIC-SCRiM-V2)

Medical Device and Health 
IT Joint Security Plan (JSP)

To learn more about how you can protect your patients from cyber threats check 
out the Health Industry Cybersecurity Practices: Managing Threats and Protecting 
Patients publication. Check out the available resources 405(d) has to offer by visiting 
our website at 405d.hhs.gov or our social media pages: @ask405d on Facebook, 
Twitter, LinkedIn and Instagram!

Key: 1-10 = Cybersecurity Practice │ S = Small (Tech Vol 1) │ M = Medium (Tech Vol 2) │ L = Large (Tech Vol 2) │ A-Z= Respective Sub-Practice 
Example: “1.S.B Education”: “1” refers to the cybersecurity Practice “Email Protection System” │ “S” refers to Small size organization │ “B” refers to the sub practice for small size organization 
within the Email Protection System – Cybersecurity Practice, which in this case is “Education”

Know your organization’s protocols in case of a potential shutdown or attack against medical devices.  Help patients and staff by understanding the 
processes and procedures which can help mitigate the impacts. That means asking:

• Who is responsible for working with manufacturers to confirm security settings and software updates are maintained properly on each device?
• What additional security controls and monitors be put in place to protect each device?
• How will our staff and patients be notified if medical devices are compromised?
• What is our plan if medical devices are compromised and how will patients notify us if they suspect a compromise?

Staying Resilient to Medical Device Attacks

WHEN TO ASK ABOUT MEDICAL DEVICE ATTACKS | Knowledge of your organization’s protocols for potential attacks on medical devices should
be shared during new hire orientation, security training or both.  Clinicians should understand the risks that cybersecurity threats of medical devices 
pose to patient safety and the specific controls in place to reduce those risks.

Each organization should have IT security professionals to help answer any questions on the policy and governance associated with medical devices.  If 
your organization does not, ask your supervisor for information and/or resources allowing you to learn more about the threat.  Vendors or 
manufacturers of medical devices may need to be engaged to understand vulnerabilities, risks, and appropriate protection and response measures.

How Can You Mitigate Medical Device Attacks?
Each individual threat discussed in the HICP publication provides threat specific mitigation practices. The table below lists the medical device attack 
mitigations along with a quick reference key to help locate further information in the HICP documents. The mitigation practices are covered in greater detail 
in the technical volumes included in the publication: Technical Volume 1 for Small Organizations and Volume 2 for all others.  

Establish and maintain communication with medical device manufacturer’s product security teams  (9.L.A)
Patch devices after patches have been validated, distributed by the medical device manufacturer, and properly tested  (7.S.A, 9.M.B )
Assess current security controls on networked medical devices  (9.M.B, 9.M.E, 9.S.A)
Assess inventory traits such as IT components that may include the Media Access Control (MAC) address, Internet Protocol (IP) address, network segments, 
operating systems, applications, and other elements relevant to managing information security risks  (9.M.D)
Implement pre-procurement security requirements for vendors  (9.L.C) 
Engage information security as a stakeholder in clinical procurements  (9.L.C)
Use a template for contract language with medical device manufacturers and others  (9.L.C)
Implement access controls for clinical and vendor support staff, including remote access, monitoring of vendor access, multi-factor authentication (MFA), 
and minimum necessary or least privilege  (9.M.C)
Implement security operations practices for devices, including hardening, patching, monitoring, and threat detection capabilities  (9.L.B)
Develop and implement network security applications and practices for device networks  (6.S.A, 9.M.E)

Medical Device Attack Mitigation Practices to Consider

To learn more about how you can protect your patients from cyber threats check-out the Health Industry Cybersecurity Practices: Managing Threats and Protecting Patients publication at phe.gov/405d or email 
us at CISA405d@hhs.gov  Check out the available resources 405(d) has to offer by visiting our social media pages @ask405d on Facebook, Twitter, and Instagram!

Protect yourself and your patients by following the course of treatment below:

Medical Device Security 
PRESCRIPTION:

For Organizations of All Sizes:
• Establish Endpoint Protection Controls.  As with other endpoints, medical devices should

follow similar protocols such as installing local firewalls, providing routine patching, network
segmentation, and changing default passwords

• Implement Identity and Access Management Policies. Just like endpoints, medical devices security
should include authentication measures and remote access controls like multifactor authentication

• Institute asset Management procedures.  It is important to follow your asset management
procedures for medical devices just as you would for endpoints.  Keep an updated list of inventory
and software updates to ensure your devices are accounted for and are up to date.

• Create a Vulnerability Management Program that can consume Medical Device Management
disclosures and always respond accordingly when received.

• Add security terms to Medical Device Management contracts that enable you to hold device
manufacturers accountable.

Medical devices are essential to diagnostic, therapeutic and treatment practices. These 
devices deliver significant benefits and are successful in the treatment of many diseases.  As 
with all technologies, medical device benefits are accompanied by cybersecurity challenges.  
Cybersecurity vulnerabilities are introduced when medical devices are connected to a network 
or computer to process required updates, therefore in order to protect patients it is important 
to protect these devices. Medical devices are a specialized type of Internet of Things (IoT) 
device and rather than recreating cybersecurity practices for them, healthcare organizations are 
encouraged to extend the relevant cybersecurity practices from each of the other prescriptions, 
and implement them appropriately for medical device management.

For more Medical Device Security practices, please visit www.405d.hhs.gov to download a copy of the 
HICP technical volume for your organization. Check out the available resources 405(d) has to offer by 
visiting our social media pages @ask405d on Facebook, Twitter, and Instagram!


