
 

 

Knowledge on Demand
 
The 405(d) Program, in collaboration with industry, has launched a new cybersecurity 

training platform on its website—405d.hhs.gov—titled Knowledge on Demand. This 

new cybersecurity education platform will include multiple delivery methodologies to 

reach the varied size health care facilities across the country. The platform will include 

five cybersecurity awareness trainings that align with the top five cybersecurity threats 

outlined in the landmark 405(d) publication: The Health Industry Cybersecurity Practices: 


Managing Threats and Protecting Patients (HICP) and its accompanying two volumes.
 

Why is this so exciting? These are FREE resources, readily available for download directly 


to your workstation. And because they are built from the HICP publication, you can be 


certain of the content, accuracy, and relevancy to your organization’s cybersecurity needs.
 

The delivery methodologies for Knowledge on Demand include: 

Job Aids 

These are single documents with key tips related to the 

topic. This format is meant to be used as an “on-the-job” 

resource tool. They can provide instructional steps if 

necessary to meet the training objectives. 

Key Benefits: Job aids are useful since an employee can reference one 

throughout the day-to-day operations. They can also act as reminders 

about topics covered in more formal trainings. 

Learning Management System (LMS) File 

Content intended for an LMS will be similar in look and 

experience as the previously discussed Interactive Training 

video. Content will be exported and saved to a file type 

compatible for import to an organization’s LMS platform. 

Key Benefits: This delivery method will allow larger organizations that 

already have an LMS platform and want to add our content directly to 

their system. This will be especially useful if they do not already have 

cybersecurity training courses. 

Interactive Training Videos 

These videos are launched from the 405(d) KOD webpage 

but can also be downloaded by the end user. They include 

recorded audio to take the trainee through the video along 

with interactive content to include knowledge checks and animations. 

Key Benefits: This interactive delivery method provides end users 

flexibility to access each threat topic at their own time due to the easy 

of access from the website. 

PowerPoint Trainings 

These can be leveraged for in person or on-site 

presentations. These will include facilitator notes with 

slide specific content and knowledge checks to reinforce 

learning. Such presentations can be delivered in presentation mode or 

in a “Lunch n Learn” format at your location. 

Key Benefits: PowerPoint presentations are useful tools because 

they encourage discussion between employees and managers. It also 

allows the organization to better tailor their training to meet their 

specific needs. 

Visit our website at https://405d.hhs.gov/knowledgeondemand to 

experience this new learning platform and explore the ways you can 

integrate this platform into the awareness education for all employees 

at your healthcare organization. 

To learn more about how you can protect your patients from cyber threats check out the Health Industry Cybersecurity Practices: Managing Threats and Protecting Patients 
publication. Check out the available resources 405(d) has to offer by visiting our website at 405d.hhs.gov and our social media pages: @ask405d on Facebook, Twitter, LinkedIn 
and Instagram! 

https://405d.hhs.gov/Documents/HICP-Main-508.pdf
https://www.facebook.com/ask405d
http://twitter.com/ask405d
https://www.linkedin.com/company/hhs-ask405d/
https://www.instagram.com/ask405d/?hl=en
https://405d.hhs.gov/knowledgeondemand
https://405d.hhs.gov



