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405(d) Spotlight

Monitoring and Responding to Cyber Threats: A
Look into FDA’s role in monitoring threats and
how one CISO is responding and protecting his
Organization

Jessica Wilkerson, CyberPolicy Advisor (FDA/CDRH/OST/ARC)
Dan Bowden, VP & CISO, Sentara Healthcare



Message from the 405(d) Team

The 405(d) Aligning Health Care Industry Security Practices initiative, along with the
Health Industry Cybersecurity Practices (HICP): Managing Threats and Protecting
Patients publication and this engagement, are in partnership with the Healthcare &
Public Health Sector Coordinating Council (HSCC).

! Healthcare & Public Health

Sector Coordinating Council
PUBLIC PRIVATE PARTNERSHIP

This webinar is forinformation purposes only and aims to broaden awarenessand
align healthcare security approaches. The topics chosen are developed by a different
405(d) Task Group member; each iteration does not reflect the views of HHS as a
whole. All Task Group Members have been invited to contribute this webinar series.

* This Webinar is being recorded and will be available for future viewing




405(d) Events and Announcements

* May
* Continuation of 405(d) Spring Campaign
* 405(d) Post 5/20
e State HealthcareIT Connect Summit5/20

* June
* Continuation of 405(d) Spring Campaign
* Spotlight Webinar-Date TBD

e July
e Continuation of 405(d) Spring Campaign
e 405(d) Post 7/22




Agenda

10 minutes

10 Minutes

10 Minutes
20 Minutes

10 Minutes

Opening Remarks and Introductions

FDA Monitoring and Responding to
Cyber Threats

Industry Response to Recent Threats
Panel Discussion

Q&A and Closing

Julie Chua, HHS

Jessica Wilkerson

Dan Bowden
All
All




Cybersecurity Act of 2015: Legislative Basis

Under the auspices of the Cybersecurity Act of 2015 (CSA), Section 405(d), the U.S. Department of
Health and Human Services (HHS) convened the CSA 405(d) public/private task group to enhance
cybersecurity and align industry security practices.

The purpose of the 405(d) Spotlight Webinar is to continue the 405(d) mission and vision of “Aligning
Health Industry Security Approaches” by discussinga common set of voluntary, consensus-based,
and industry-led guidelines, best practices, methodologies, procedures, and processes that serve as a
resource for cost-effectively reducing cybersecurity risks for a range of healthcare organizations.

This webinarseries aims to align industry security practices by providingan information sharing
platform for our public/private partnership. Formore information on the 405(d) Program please
email us at CISA405d@hhs.gov !

CSA Section 405

Improving Cybersecurity inthe Healthcare Industry

Section 405(d):
Aligning Healthcare
Cybersecurity Task Industry Security
Force Approaches

Section 405(b):
Healthcare Industry
Preparedness Report




405(d) Resources

405(d) Awareness Materials
The 405(d) Program
periodically creates awareness
materials that can be utilized in
any size organization! Since
2018 the program hasreleased
over 50 awareness products
which organizations across the
HPH sectorcan leverage

405(d) Outreach

The 405(d) Program produces
Bi-monthly Newsletters, The
405(d) Post, and Spotlight
Webinarstoincrease
cybersecurity awarenessand
presenton new and emerging
cybersecurity news and topics,
as well highlightingthe HICP
Publication!

T N T

CYBERSECURITY
TOWN HALL EVENT &5

RO ctober 22-23

PATIENTS TRUST US WITH THEIR LIVES,
JT DO WE PROTECT THEM FROM CYBER THREATS?

405(d) Social Media

The 405(d) Programis now
live on Twitter, Instagram,
and Facebook at @ask405d.
Follow ustoreceive up to date
405(d) News and
cybersecurity tipsand
practices!

405(d) “That Seems Risky”
Campaign

405(d) Cybersecurity “Myth
vs. Fact” Campaign




Jessica Wilkerson

Jessica Wilkersonisa Cyber Policy Advisor with the
All-Hazards Readiness, Response, and
Cybersecurity (ARC) team in the Center for Devices
and Radiological Health (CDRH) withinthe Food
and Drug Administration (FDA). As part of ARC, she
examinesissuesand develops policy related tothe
safety and effectiveness of connected medical
devices.Shereceiveda B.A. in Policy Studies and
minors in Computer Science and Mathematics
from Syracuse University, and is currently pursuing
a J.D. from the Catholic University of America’s
Columbus School of Law.




Dan Bowden

Dan Bowdenis Chief Information Security Officer
for Sentara Healthcare.

Over the past 30 years, he has been a
cybersecurity leaderin healthcare, higher
education, banking, retail, and the military.

He also represents Sentara’s interestsin
blockchain consortiumsand networks directed at
the goal of improving healthcare services and cost.
He has been active with various HSCC-CWG, and
405(d) efforts the past five years.

His education includes a Master’s Degree in
Administration of Justice and Security with a
Concentration on Global and Homeland Security.




FDA Cybersecurity Work

Jessica Wilkerson
Cyber Policy Advisor
FDA
CDRH/OST/DARSS/ARC




The FDA is responsible for ensuring that
medical devices are designed to provide
“reasonable assurances of safety and
effectiveness” before they may be marketed
to patients and consumers.




Why does this matter when it comes to
cybersecurity?




Because Cybersecurity is a Patient Safety Issue




FDA has found 510(k) submissions to be
“not substantially equivalent” (NSE) and
“postmarket approval” (PMA) devices to be
not approvable based on cybersecurity
concerns alone.




2014-2020: What Have We Learned?

 Sectoris maturingto be ableto considerrisks throughout the product
lifecycle to better acknowledge and respond to reality that
cybersecurity risks can arise at any time.

 Additionalinformation about software design decisions and software
supply chain would increase ability of agency/manufacturers/others
to better contextualize risks.

 “Buildingin” ratherthan “boltingon” security is more effective and
efficient.

e Evaluationofsecurity controlsin more realisticcontexts ensures
more effectiveimplementation. Stakeholders would benefitfrom
more and betterinformation about how to manage risks.

* Managingcybersecurity risks goes beyond simply security controlsin
devices—organizational infrastructure (such as CVD programs) are
needed as well.




How FDA Responds to Cybersecurity Vulnerabilities

* Inadditionto ensuringthat medical devices provide “reasonable
assurance of safety and effectiveness” before they may be marketed,
FDA is also responsible for ensuring such devices remain safe and
effective once on the market.

 Ifanissue—cybersecurity or otherwise—is discovered in a medical
device, the FDA takes action to:

— Evaluatetherisk of patient harm as a result of the vulnerability

— Collaborate with other appropriate parties (includingthe
manufacturer of the device) to develop mitigations or “fixes”

— Where appropriate, inform the publicof the vulnerabilities.




INFORMATION SECURITY
Cyber-Threat Response
4/23/2021

DanBowden
Chief Information Security Officer for Sentara Healthcare




Protect-Detect-Respond

Controls Mitigating Threat Awareness and Training
Exposure: =  Monthly Phishing Campaigns
= Corporate Communications

=  Annualregulatory Onelinklearning
= National Cyber Security Awareness Month

(NCSAM)
=  Cybersecurity Training Resource Wavenet Page
=  Education - Workplace by Facebook

=  CyberThreat Intelligence

=  Email Security Appliance

=  Web Security Appliance

=  EndpointProtection

=  UmbrellaDomain Name Services
Security

*  Tool Instrumentation

*  Privileged Access Management

= Duo 2FA Recommendations

* Network Segmentation * Blocking consumeremail

=  Vulnerability Compliance Management = \Web isolation

* Patching& V_irtu.al Patching = Increased awarenessand training efforts
*  Web App Shielding = Limited email and web access

=  WeeklyVulnerability Scans

= PenetrationTesting

=  Malware Analysisand Response — SPAM
Mailbox

=  On Premise Malware Sandbox

=  Medical Device Security Platform




Controls Mitigating Threat Exposure




Cyber Threat Intel -- Ingest

IBM Xforce | Provides enrichment to SIEM data
..’.j ISAO FT9YS | Weekly calls to share current threats and vulnerabilities among similar healthcare organizations.

NH-ISAC | Healthcare specific threats

We ingest, evaluate,
and act on threat
intelligence from
multiple sources:

FlashPoint| Deep Dark Web News & Threats/Compromised Credential notification/Sentara key work alerts

PasteBin |Sentara keyword and IP Range alerts

TruStar | Threat Intelligence Platform. Utilized by ISAO for automated threat sharing




Email Security Appliance

Overview > Outgoing Mail Graph <] Overview > Outgoing Mail Summary
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Web Security Appliance

Top URL Categories: Total Transactions

WSA Overview:

Business and Industry

* Monitors all web traffic
Advertisements .
Search Engines and Portals ° UseS dynamlc
Infrastructure and Content Delivery Netw... thr‘eat
Office365ExternalFeed inte”igence
TTPS P. h h
o 2 Blocks malicious or
Social Networking
Shopping Ina pproprlate content
— ht based oncategory
o0 Mo ' filtering
F‘::jf’“ ; : *  Monitors high bandwidth
Software ates
Social Nemorklf‘g B Blocked or Warned by URL Category 17.8% 94.2k users
Internet utilities
Media Blocked by Application 0.0% 0
Google® B Blocked by Web Reputation 2.5% 13.1k
LinkedIn

Webmail Detected by Advanced Malware Protection 4.3% 22.6k
150.8k

Blogging [l Detected by Anti-Malware

1.8% 9,268
Collaboration

Other Blocked Transactions 75.8% 400.2k
0 20M

Transac

Total Suspect Transactions Detected: 528.2k




Anti-Virus Endpoint Protection

atlran]n

CiSCO

- * Anti- Virus protection (A/V)
linked to QRadar SIEM, and

Advanced Malware Cisco ISE

Protection for Endpoints + Statusof devices and
success of removal
centrally managed

E-. ﬂ] _ ! g e o e \
R Account protection

Q@ PN “g
9 Firewall & network protection
3 App & browser control Virus & threat protecti Account protection ewall & network
Mo action need 0 action need tectio
Devic .
S Device per e
............ Q @
& ow: Dewvice securt ity Device performance &
health

Family options




Cisco Umbrella Domain Name Services Filtering

[Cae——ateses—maeat |
. B ed Requesty
|‘ ( 7 ; — ]
\‘g Cisco Umbrella Overview:
- e — .
e — *  [VIONitOrs DNSrequests

* Blocks requests based on
dynamic destination lists
and defined policies




Security Instrumentation Platform (Verodin)

SIP enables us to understand and

. A Reconnaissance 293 g Delivery 581 Exploitation ‘!04
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Controls Effectiveness ’

* Test, challenge and validate controls
effectiveness and configuration
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Rationalization

* Rationalize cybersecurity spend by
identifyingand removing overlapping
controls




Privileged Access Management

Duo MFA Required at Login

4500
) BeyondTrust  “
3500
PLEASE LOG IN 3000
2500
Duo two-factor login for jjcooper
N 2000
Enter a passcode or select one of the following options: .
1500
1. Duo Push to XXX-XXX-4735
2. Phone call to XXX-XXX-4735 1000
3. SMS passcodes to XXX-XXX-4735 (next code starts with: 2)
Passcode or option (1-3): 500
[ 0
lan  Feb Mar Apr
2019

CANCEL

Password Safe Usage

Increase of Privilege Access

Elevation for Admin Accounts
over a year as project

milestones were achieved

Jul Dec Feb

2020

lan

May Jun

Aug Sep Oct Now

Managed Account Password
Changed Daily and After Each Use

All Managed Accounts (776)

M 4 Fag= | w | ofts P

Servers and Privileged Accounts are Displayed

ites (@ Recently Used  Systems Databases Domain Linked Accounts

| Account Name Domain Platform Last Changed Date Last Changed Result |Next Change Date

| MRVICK_PED corp.ad.sentara.com  |Active Directory N02/27/2020 7:06 AM  |Success 02,/28/2020 7-00 AM
1 CSHAMMAH_PED corp.ad.sentara.com |Active Directory N02/27/2020 7:01 AM  |Success 02/28/2020 T-00 AM
SRWILKIN_PED corp.ad.sentaracom | Active Directory R02/27/2020 7:05 AM | Success 02,/28/2020 7-00 AM

L
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DUO 2Factor Authentication

161.2k Authentications

Shown at every 2 hours.

Success Rate
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@ Granted access @ Denied access

11,025 Denied Authentications

[Shown at every 2 hours.

Failure Rate

w0
6.8%
o
- e i - afl
12aM 12AM n2an 12AM 12AM n2AN 12AM
Sat. Mar 7 Tue. Mar 10

[® Number — Percent

81.9% of breacheswere the resultof
compromised credentials*

2 Step Logins secure Sentara and your
personal information

In order to meetincreased Security
standards, all workforce and business
users who login remotely (Outside of
the Network), will be required to use
DUO 2 Step Login.

Sentara Healthcare
Login Demo

Users

ou hzve users who have not activaled Dua Mobile. Cick

Total Users Not Enroiled Inzctive Users

66.1K 12.8K 28.9K 304



Network Access Control (NAC) ISE

Our solutions allow us to authenticate
users and devices to the network and
evaluate and remediate a device for
policy compliance before permitting
access to the network.
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Vulnerability and Compliance Management
Configuration Management (CIS Level 1)

2019 CIS Level 1 Servers Audit Summary BsuchDasnooad < | Qpbons -

CIS Level 1 Dashboard

CIS Scanning 90 Day Trend

[ DO

st Upced § o ags

MiTosen Servers Bencnmarks

w1 CIS L1 monthly scheduled jobs

f Mar 11,2020 18:00  Every month on day 11 at 19:00 -05:00
! Audit CIS HP-UX 11i V1.5 Sentara Values Version 1 CIS HP-UX Mar 11
Audit Sentara Values CIS AIX CISAIX53681/711L1v110 Mar ¥ Mar 12, 2020 19:00 Every month on day 12 at 19:00 -05:00
Lt Updeied §hours 090 | S
|
y | Auc. .- - . S - S
D RACL  Mar 13, 2020 19:00 Every month on day 13 at 19:00 -05:00

“‘ SERVER L1V21.0

Audit CIS SUSE LINUX ENT CIS SUSE LINUX ENT SERVER 11L° Mar
SERVER 11L1V2.1.0 Mar 14, 2020 18:00 Every month on day 14 at 19:00 -05:00

2ND SCAN Audit Sentara Values Sentara Values Version 1 CIS Red Ha Mar 195

Version 1 CIS Red Hat Enterprise £ 2090 14 4 14 c
P 15,2020 19:00  Every month on day 15 at 19:00 -05:00

2ND SCAN Audit Sentara Values Sentara Values Version 1 CIS Microsc Mar 19, 202

1 Version 1 CIS Microsoft Windows
2020 19:00 Every month on day 19 at 19




Patching and Virtual Patching

SENTARA
Standard: Security Patch Management Standard
Division: Sentara HealthCare Original Date:  12-01-2012 iy Dahteard
Manl:  Information Technology Revision Date: 06-28-2017 [T vhvets » intncion Events »_ States x_Geolocaton x_ Qo5 x
Section:  Information Security Approved By:  Chief Information Officer (CIO) [e— =

Locaion(s); CORPORATE, SCH, SLH. SMJH SNGH.  procass Owner: - Inormation Secuity GRC Offce.
SNVMC, SOH, SPAH, SVBGH, SWRMC,

SRMH, SAMC, SHRH, SLC, OPTIMA, SMG,
SRMG, SE, PACE

Revision Date Revision Description (Most Recent B ot By 83
6119201 Updated Policy fo map directly to HITRUST govemance requirements =

1111012015 Reviewed: updated Location section
112412017 Updated patching intenval section and added Emergent winerability type-converted policy toa
standard

Standard Statement:
This standard applies to all workstations, laptops, and senvers that are connected to the Sentara HealthCare

network. A current and complete inventory of applications shall exist and be maintained to ensure effective
technical winerability management

- q q q ] q
Appropriate and timely action shal be taken in response tothe identification of potential technical security D |ffe rent pPa tc hi ngi nterva IS consli d ere d fO r internet
winerabilities. Upon identification of potential security winerability, IT Security shal identiy the associated risks .
and define the procedure that will be taken. Procedure winerable systems / fa Cl ng assets.
and applying other compensaing confrols.
Security Patching Requirements:
Workstations n

We utilize WAFs and IPSs when necessary to

Desktops and laptops shal fic updates enabled or a central patching sol igured for ) )
virtually patchfragile assets.
Vulnerability SLAs
Internet Facing Internal
Emergent (OS) 3 Days Emergent (OS) 7 Days
Emergent (Java) 7Days Emergent (Java) 30 Days Total Vulnerabilities Total Threats — Last 7 days
Emergent (3 party) 7 Days Emergent (37 party) 30 Days
Critical / High (OS) 7 Days Critical / High (OS) 30 Days 5 an
Critical / High (Java) 30 days Critical / High (Java) 60 Days
Critical / High (3" party) 30 days Critical / High (3" party) 60 Days

5796 o 81538




WebApp Shielding (RedShield)

Sentara Total Threats - Last 7 days

Attack Type
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Weekly Vulnerability Scans (Tenable)

Vulnerability Overview Dashboard r — | UiehyeeEm oo E.

TN e ‘ : j Executive Summary Dashboard t

VPR Summary Dashboard === TEE 0
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Penetration Testing

Completed Pen/Plat...

Bug Crowd Pen Testing /
Portal 101'2 5/18

Priority  3- Moderate
Owner  Michael Semon
State  Open
Assignedto  Michael Semon
Updated by mnsemon

Ms

Cobalt - Pen Testing - TBD

Checklist

Priority 3 Moderate
Owner  Michael Semon
State  Open
Assignedto  Michael Semeon
Updatedby  mnsemon

Ms

Current Pen/Platform

BugCrowd - Pen Test /
OhioHealthy 1/20/2020

OhioHealthy
4 Attachments

Checklist

Pen testing performed several time a
year by different vendors. Dashboard
in ServiceNow showing pending,
current and completed

PTSK0054418
BugCrowd - Pen Test / OhioH Notes with fi ndmg
oty attached to eachpen test

‘Additional comments ASSIGNEDTO

NS

Worknotes  Post

ATTACHMENTS

M5, MichaelSeman
OH-W2-VULN-REPORT-20200214.pdf

Aetchment ke O N2VULIREPORT-20200214 wLske

OH-W1-VULN-REPORT- 20200207 pdf
NS Michaelermon petachmertuploaded + Sdap @ KD
OH-WZ-VULN-REPORT 202002 140
HLSKE ohiohealthy_20200205.pdf
LR

&

NS MichaelSaman

@ ohiohealthy_20200203.pdf
44268
Astachment Added: OH-W LYULN-REPORT- 20200207 palf

HECHLIS

NS, MichaelSerman

Attachmentuplosded + X

pdf

Priority 3 -Moderate
Owner  Mike Freeman
State  Open
Assignedto  Michael Semon
Updated by mnsemon

S PTSKD054418

ad ago

Checklist 35

1214.par

Reporting and methodology

Background

The strength of crowdsourced testing lies in multiple resel
varied that the To)

Pentestreportsaved as
anattachmentand
shared w/ stakeholders

their own individual

on Bugerowd O

The workflow of every penetration test can be divided into the following four phases:

01
Reconnaissance

Gathering information
before the attack

04

Documentation
Collecting results

Bugcrowd researchers who perform web

02
Enumeration
Finding attack vectors

03

Exploitation

Verifying security
weaknesses

testing

subscribe to 8 variety of methodologls following the highlghied workflow, Including the falowing:

EBIKE

Wugcrowd Ongoing Program Resilts | OF - Wask 2 - 204

CKet
I I"||’.\wuw i

Penetrationtest findings
tracked via CAPs




Malware Analysis and Response — SPAM Mailbox

Suspected malicious e-mails
are submittedto thelncident
Response team for analysis.
There are procedures as well as
a secure workflow systemin
ServiceNow which is used to
analyze submissions.

¢ = SIR00196

hort description

Incident Detas

Securty Incident
SIRDO24570

ko

Narnber
Reperted by
Mected user

Location
Configurstion tee
¥ Catogory

* Subcstogory
Data Clasificaion
* Users impacted
Highly Sensithe
Sell Reported Breach

* Short description

says Contain eradicate

Si025810

Missy Graharm a a0

Missy Grahar a a O

Mansged Care Senvices lnc a a0

Confidentisl

19

Access o your Health Record thrcugh WebMD.com his expired

Knowkedge rosits

Follow

& =

Time worked
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* Sate
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¥ Assgnment grocp
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~  Update  AddRespoeseTack  Save

Revew Closed

00054 00

2000022600026

2200220 10014 @
Analyss
Nooe
s
- Planoeg.
150 Secps a |

) 2 Number =
i Search other avenues related to email con s i despion e s
7 5110025009 Low
~ L — 0025009 " Cancelled earch other ave
— L P Search other avenues related to email contents 1SO SecOps
G SIT0025013 4-1
SIT0025014 Low Cancelled Requests for 1P Block & g o
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ebfilter Team
/
D SI00so 4-Low Cancelied Compare 1Ps with Threatcrowd, mxlookup | (i ST e Lose Gancelled NET-WAN NOC
“ C Requests for IP Blocks NET
- WAN NOC
2 +Low Cancelled Requests for email remon @  smoozsoy 4
/ Low Canc
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i SIT0025008 4-Low Closed Complete  Use ESAto check if email has spread [ 0025012 ‘ - =
/ i 0025012 4- Low =
Cancelled Reque:
e - S equests for email removals LAN NO
G SIT0025008 4 =
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On Premise Malware Sandbox

Cuckoo Installation

Version 2.0.7

You are uo to date.

Usage statistics

reported 56 . b1a56785486090
completed 0
total
running
pending

From ure press:

8c13679533e8

option

option

REMInvoice085296128. pdf
portalapp-diagram.pdf
portalapp-dlagram.pdf
POCPrepAmmuUne-AWS installation pdf
2842973d1514323_desktopini

hitps://praxis-voldyner de/backup/private-box/w

n00fsfamozjzyce-ivenx33k-blx29xnwzpgBb/426917048

GxYpat

60018751722_F4323BCC-10CF-4C2A-80AC

67E335E2CA4A jpeg
CAD9151A-13E8-4430-0521-F701FBF76C
MalDoc.doc

alan-0188873.em!

hitp: r3531.xyz/index

-windowstyle hidden value

windowstyle hidden value

Attempts to execute command with a hidden window

Attempts to execute command with a hidden window




Medical Device Security

Mitigates patient safety
risk

Mitigates service line
disruptiondueto
ransomware

Protects end-of-life
operating systems,
extending useful life of key
clinical assets m—— —— ——
Fullyintegrated with e
Sentara Operations and

Hospitals strategy for 8{3 M EDI GATE

hospitalasset management

22 MEDIGATE




Security Awareness and
Training




Security Awareness and Training

Annual Regulatory One Link Learning
Annual Compliance Training

Annual Privacy Training

Annual Regulatory — IT Security
Annual Regulatory Challenge

Other Required Training
Information Technology Change Management

Cybersecurity Training Resources:

Cyber Security Awareness Month

Security Awareness Materials:

*  Phishing 101

* Internet of Things— 10T Q/A

* Social Engineering

* Recognizing and Avoiding Business Email
Compromise

* Mobile Device Security

*  Protecting your Sensitive Information

* Using OpenDNS at Home

* Etc.

LinkedIn Learning

5 of the Most In-Demand Hard Skills for 2020

HAVEN'T LOGGED INTO YOUR LINKEDIN LEARNING ACCOUNT YET?

e o0 e singie sgn on suriod BE ON THE LOOKOUT!
New Training & Education
COMING SOON!

DON'T GET HOOKED!!

LEAVE YOUR SEAT?

TRL ALT DEL

While the most in-demand soft skills
skills are tha

As companies continue to collect al
can help interpret and takel|

Here are 5 from LinkedIn||

INFORMATION >
SECURITY VW

INFORMATION SECURITY

oneli- k
It is Sentara's Leaning Management System which uses the Oracle PeopleSoft ELM 9.2

Blackchain was born in 2009 to suf| E i
A\ store, validate, authorize, and mg|
Jm
LEARNING
‘What is OneLink Leaming?
technology. Although it is a separate application, it is fully integrated with OneLink, Sentara's Integrated
Human Resources & Payroll sclution.




Monthly Phishing Campaigns

Phishing Campaign Dashboards

Phishing Campaign - 2020

Clicked 0 Action ® Opened

umber of Events

Phishing Campaign - 2019

Event  Email Click ® Email View ®@No Action ® TM Complete ®TM Sent
50K

40K

30K

Number of Events

A :
s‘? ‘7\3 o

sﬁ‘° pQQ

,LQ\"’_IQ\QQ\Q Q\Q Q\ Q\q

Mo g b
_o“%«\‘?\w c"‘\é\\‘%’“ N

c‘ \*° \S'" e
2 g\q Q\"’

P8
10\%10\%\%@1@2 R

e‘Q"z.Q\%

Campaign

Mon

June

Phishing Campaign Teachable Moment

Oops! The email you just responded to was a fake phishing email. Don't worry! It was sent to you o help you leam how to avoid real
aftacks. Please do not share your experience with colleagues, so they can leam too.

S

SENTARA

' INFORMATION
 SECURITY

Dangerous links and downloading infected files puts you and your employer at risk
This was a test - Ciicking a dangerous fink or downioading an infected

attachment could have given hackers access to your computer, compromised
your company’s network, or infected your system with malicious software

Unsolicited emails that urge you to act quickly
Deals and offers that seem too good to be true
Unsolicited emails that contrain attachments

Random requests to download forms, fill them out, and retum them

Hover over a link o see its true source; finks that look legitimate can be masks
for dangerous links

Do not click or respond to suspicious emails

Do not download any attachments in suspicious emails

Forward suspicious emails to

Ask your [T denartment for advice if you're unsure

Clicked
2206
2675
1440
475
392

Phished
24039
24854

July 27197

Aug 27590

pt 29417

30506

Jan




Corporate Communications

US Hospitals and healthcare pri
and imminent cybercrime threz
Security department is engage«
Human Services (HHS), the Cyl
Agency (CISA), and the Federa
others and are actively monitor
intent. The primary entry point of thes
with links to websites outside of the S¢

What You Can Do

Report Any Potential Incidents Imi
Security incidents can happen anywhel
incident has occurred, make sure you |
here to create an Incident record and 1

Stay Informed
Visit our cybersecurity resource page fi

to reduce cybersecurity risks and prote
resources online.

Security Tips
Phishing:

« Analyze the situation. Beware
you to act quickly. For example *
“Click here now to receive $100 1
required”.

» Look but don't click. Hover yol

embedded in the body of the em
1

INFORMATION

“SECURITY

URGENT Security Awareness

o TIP: Rest your mouse (but don't click) on the link to see if
the address matches the link that was typed in the
message. In the example below the link that was shown in
the example above reveals the real web address, as shown
in the box with the yellow background. The string of cryptic
numbers looks nothing like the company's web address
(see below) which signifies a phishing attempt.

Don‘t click on attachments. Including malicious attachments

that contain viruses and malware is a common phishing tactic.

Don't open email attachments you weren't expecting.

» Don't give up personal or financial information. Legitimate
banks and most other companies will never ask for personal
credentials via email.

Phishing Tip Sheet

Continue Cybersafe Best Practices

Following remote work best practices, handling personal data safely,
and watching out for digital scams like phishing. Please refer to our
cybersecurity resource page for more information about these best
practices.

Don't Hesitate to Ask If You Have Questions

If you have questions about the security or best practices, contact the
Help Desk or email ISO_GRC@sentara.com and someone will be happy
to speak with you.

Thank you for your support and commitment in staying cyber safe and
helping all our team members, patients, members, and communities
stay safe and secure online,

Dan Bowden
CISO, Information Security Office
Sentara Healthcare

Sentara CEO Connect@ shared a link.
AW October 20 2t 1:40 P -® CEO Connect - Why am | see ng this?

Urgent Security Awareness Update

US Hospitals and healthcare providers are currently under an increased and
imminent cybercrime threat, particularly ransomware. Our IT Security
department is engaged with The Department of Health and Human Services
(HHS), the Cybersecurity and Infrastructure Security Agency (CISA), and the
Federal Bureau of Investigation (FBI), among others and are actively
monitoring Sentara systems for malicious intent. The primary entry point of
these attacks are phishing emails with links to websites outside of the
Sentara network. Read more to learn what you can do.

o X

CEOFEED.SENTARA.COM
Urgent Security Awareness Update
US Hospitals and healthcare providers are currently under an increased a

O Seen by 484

(D Comment A Share




Education — Workplace by Facebook

Follow our ISO page throughoutthe month of October as we post weekly National Cyber
Security updates! ISO will post importantitems throughout the year as we highlight resources
and tips so YOU can playyour part in keeping Sentara Cyber-Smart!

Information Security Office to
Sentara Announcements

Monday at 11207 AM

Securing Devices at Hg

W hemtars Annewnsemants

« ) oo s s

connected environm

pow commurt N, provert 4

o lne between o snbne and of lhew ves &
datnguahatic The netmcrk of conrecbom
e BOth DREPLY bt s and chellenges hw
vstusis and wpamiatiumns serons the glote
et weeh 0 Cyler sut ity Awar snass Mont
B gta 1he wery s W ek e te et
e e L )

CYBERSECURIT
EVERYONE'S u{

8] +
i g
i
5
3
!

INCLUDING
YOURS.

CYBERSECURI
AWARENESS
MONTH

STATSAFCONLING 006
CIRIRSECURITY
AWARERESS-MONTN

e L L e ]
¢ babirng shirus (o reihane thew riaha. Chash ot
" viden with Spe on how 1o secure pour smert
wre wred vient 0wt Cyber Secin ity resowrcs pege

@ Information Security Office

September 28 at 6:25 PM - &

10000000

#NCSAM

#BeCyberSmart

7 Indridual taeta and by sSeets 4 reduce
fEernacuryy rink and prutect yourself try chokin
o, ANCSAM #BaCybiar homart

CONNECTIT,
PROTECTIT




Cybersecurity Training Resource Wavenet Page

CLINICAL & PATIENT SAFETY LEARNING EMPLOYEE RESOURCES SUPPORT SERVICES NEWS Announcements

Communication Technologies OCTOBER MEANS...
Sentara Nuzsing S EIARE Information Technologies o 1. HALLOWEEN
J§  seif Service Catalog 2. PUMPKIN SPICE
o] . LATTES
Supply Chain ch
3. CYBERSECURITY
Online Building Maintenance Requests AWARENESS MONTH

Applications Manage Applications

. Print Services
trol i
More.. b r
> API Metaframe Des > Apolio Advance > Apptee

y > Sentara MyChart ™ STAYSAFEONLINE ORG/
> Compliance360 A > eCare HYPERSP > Echo Provider As == CYBERSECURITY-
> Sentara Telehealth AWARENESS -MONTH
> EPIC-Sentara eCare > ID Manager > JP Morgan (Xign > Traffic Map
affic M 5 - =
< Show More Applications > The Sentara Store Security Awareness Materials NCSAM Weekly Resources
» MSDSonline User App 3
» STARS Incident ' soimslliond
CEO Connect > 2 R —
Reporting E-Skv
Your connection to what's happenina across Sentara. ernet of T Helpful Links
Search for people QUICK LINKS = | MY WA - o p She » HHS B
Hot Toplcs
BUSINESS & FINANCE  CLINICAL & PATIENT SAFETY L EMPLOYEE SUPPORT SERVICES  NEWS
Directorie:
Vipentiet > Chmncts > Sup00 Seraces > information Technology irectories
% My WaveNet . » Submita Se ‘
Information Technology » Busness Unit Director ’
1 Lines of Busi gy Sites : pok Paging
ysician Search -
WavoNet / Shacopont )\ » CRM Technology 1T Goant 1o Linaith, Network .
roer el S KT g '
{ g YO SETWR Ly 2 Infection T
moments o Device Potal , wavenet ang Teamsées (Sharepoint) . ) hishing »
> Sentara Nursir

» T Business Continuty Progran Informaton Center




Recommendations




Blocking Consumer (Personal) Email

Block access to consumer mail such as Yahoo, Gmail, and AOL.

Some non-employees (physicians) may be inconvenienced,
however, exceptions can be managed as necessary.

@6




Increased Awareness Training

Workplace education
Weekly Communication(s)

Target Audience © e
Notice: US Health Systems are under cyber-
attack.

Targeted education for phishing fails rhathpatie mprvster s o

assessing legitimate email and beware of links

Repeat clickers of phishing emails/campaigns aed chwiate Forunrs Sl aals o

= Required Training

= Working with HR to utilize Onelink to share
additional content with repeat clickers

Targeted emails w/required acknowledgment

1Share

b Like (J comment & Share




Panel Discussion




Questions?

= e

Do you follow us on Social Media?
Check us out at @ask405d

Linkedin.com/company/hhs-
v ask405d -
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For more cybersecurity information and best practices, be
sure to check out the 405(d) publicationtitled:

Health Industry Cybersecurity Practices: Managing Threats
and Protecting Patients (HICP)

The publication details the top five threatsfacing the
healthcare industry and the ten practices to mitigate. Read
the entire publication on our website: www.phe.gov/405d.


http://www.phe.gov/405d

