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Message from the 405(d) Team

The 405(d) Aligning Health Care Industry Security Practices initiative, along with the
Health Industry Cybersecurity Practices: Managing Threats and Protecting Patients

(HICP) publication and this engagement, are in partnership with the Healthcare &
Public Health Sector Coordinating Council (HSCC).

! Healthcare & Public Health

Sector Coordinating Council
PUBLIC PRIVATE PARTNERSHIP

This webinar is for information purposes only and aims to broaden awareness and align healthcare security approaches. The topics chosen

are developed by a different 405(d) Task Group member; each iteration does not reflect the views of HHS as a whole. All Task Group Members
have been invited to contribute this webinar series.

* This Webinar is being recorded and will be available for future viewing
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405(d) Events and Announcements

» June

— 405(d) Spring Campaign Continues! This month’s theme:
“Evolution in Cybersecurity”

» July
— 405(d) Post Volume VI to be released 7/16

— Checkout our Social Media Awareness campaigns at @ask
405(d) on Twitter Facebook and Instagram!

» August

— 405(d) Spotlight Webinar: Date and Topic to be announced
next Month!
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Today’s speakers

Ram Ramadoss

-":

- O

CommonSpirrt

System Senior Vice President, Privacy, Information
Security and EHR Compliance

Served as the Executive Vice President for the
ISACA Denver Chapter

Served as a core team member of the National
Health Care Industry Cybersecurity Task Force

Served as a core team member of HIMSS National
Information Privacy and Security Committee

Executive MBA - University of Michigan

CISSP, CISA,CIPP, CISM, CRISC

MDX

* VP Product & Customer Success

ldo Geffen

* Cybersecurity Act of 2015 Section 405(d) Task
Group Member

e >10 years Cyber Operations - Israeli Security
Agency

* Paramedic - special combat engineering unit
(5528) — Israel Defense Forces

* BSc Computer Science — Ben Gurion University &
MBA — Tel Aviv University




5 minutes

30 minutes

20 minutes

20 minutes

10 minutes

5 minutes

Opening Remarks and Introductions

Existing and emerging cybersecurity threats to healthcare
delivery organizations

Key challenges in balancing the resources with digital
transformation and cyber resiliency

Brainstorm - practical recommendations and best practices
(People | Process | Technology)

Communication strategies to the leadership - threats,
vulnerabilities, and organization’s preparedness

Closing

Julie Chua and 405(d) Team

ldo

Ram

All

Ram & Ido

Julie Chua and 405(d) Team
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Cybersecurity Act of 2015 (CSA): Legislative Basis

Under the auspices of the Cybersecurity Act of 2015 (CSA), Section 405(d), the U.S. Department of Health and Human Services (HHS) convened the CSA 405(d)
public/private task group to enhance cybersecurity and align industry security practices.

The purpose of the 405(d) Spotlight Webinar is to continue the 405(d) mission and vision of “Aligning Health Industry Security Approaches” by discussing a common set of
voluntary, consensus-based, and industry-led guidelines, best practices, methodologies, procedures, and processes that serve as a resource for cost-effectively reducing

cybersecurity risks for a range of healthcare organizations.

This webinar series aims to align industry security practices by providing an information sharing platform for our public/private partnership. For more information on the 405(d)
Program please email us at CISA405d@hhs.gov !

CSA Section 405

Improving Cybersecurity in the Healthcare Industry

- : Section 405(c): Healthcare Section 405(d): Aligning
In(SjtagtlronPArfgSg)()a.dl;llgggth: r%rt Industry Cybersecurity Task Healthcare Industry
y rrep P Force Security Approaches
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405(d) Resources

How Avre the Phish Biting Today? Put Patients First- Protect Connected Medical Devices Have You Securechux Workspace Today” See Something Say Something Don't Let Ransomware Hold your Data Hostage
Pactyour O o on

405(d) Awareness Materials
The 405(d) Program periodically 1 o
creates awareness materials that can
be utilized in any size organization!
These 5 threat posters were created in
support of Cybersecurity Awareness
Month in October 2019 to be used in
hospitals, doctors office’s and even in
email threads!

405(d) Social Media
— _ The 405(d) Program is now
405(d) Outreach I _ S live on Twitter, Instagram,
The 405(d) Program produces Bi-monthly Newsletters (©) e and Facebook at

and Spotlight Webinars to increase cybersecurity @ask405d. Follow us to
awareness and present on new and emerging receive up to date 405(d)
cybersecurity news and topics, as well highlighting the News and cybersecurity
e HICP Publication! tips and practices!

4 '3 THE 405(d)
Q / POST

A Word From the Task Group
A Simple Model to Discuss Cyber Risks
with Executives

Controlled Unelassified information (GUI) 6/17/2020



Healthcare delivery organizations common cybersecurity threats

COVID-19 era




Common cybersecurity threats to health care organizations

Cybercriminal and advanced persistent threat (APT) groups

Health Industry Cybersecurity Practices (HICP) -
December 2018 June 2020

The 5 current threats identified in o
healthcare: 1. Phishing lure
1. Email Phishing Attacks 2. Ransomware
2. Ransomware Attacks .
3. Loss or Theft of Equipment 3. Data Theft —remote malicious code deployment
or Data 4. Exploitation of remote access and teleworking
4. Internal, Accidental or infrastructure
Intentional Data Loss ) _ )
5. Attacks against unmanaged devices (medical

5. Attacks Against Connected : _
Medical Devices That May devices, IoT, cloud instances, etc.)

Affect Patient Safety




Common cybersecurity threats to health care organizations

COVID19 era

Dramatic increase of >1K COVID-19 confirmed 33% increase in average

spam and scams marlware variants

ransom payments issued

+260% Increase in Hackers seek to steal Spike in “Double
malicious URL hits coronavirus research Extortion” ransomware
Gmail: >18 million daily Hospitals, laboratories, attacks

phishing emails related healthcare providers and Targeting personal (i.e.

to COVID-19 pharmaceutical

mobile phone) and

companies all been hit organizational devices

VPN One-Day vuln exploitation
(Citrix, Pulse Secure)

Cloud collaboration services (i.e.
Office365)

Password spraying (i.e. RDP)

Medical devices, 0T & OT
(default credentials, unpatched
and legacy software)

Often rapidly deployed

United States

Top location for spam,
malware detections, and
users accessing malicious
URL’s




How internal healthcare teams see a hospital




How a hacker sees a hospital
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Cyber attack phases

INTELLIGENCE
GATHERING ASSET/DATA
» LATERAL DELIVERY
MOVEMENT

9 COMMAND-AND-CONTROL
COMMUNICATION

DATA
EXFILTRATION




Intelligence gathering / Reconnaissance
Many tools accessible with a simple Google search
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fools, you've found the center of the Google Hacking Universe!

+Norwolk

Top Countries e AT T category: [N Frce tex search: G
us 7,537,880 : :

DE 1,356,518 " &
CN 1,301,123 §Y) % . '

FR 841,680 . \

RU 577,996 B A \ Tampa Title

Jackson

Category

Bahamas
Top Organizations D A Cuba g
Amazon.com 1,799,228 .
Google Cloud 1,285,169 ’ »
Digital Ocean 825,381 Mexuco.”.{ty
OVH SAS 458,091 o |

) Acapulco N
Hetzner Online GmbH 225,460 Guatemala
[} /J\ e

-

Cancn

Dominican R
S 3

/ < o $S «Confidential =~~~ « ® ® | LT
/ v - — s\ v - o i i ik
@ / 7 \‘(_ 2 N g ’ y ’ a2 ra et




Internet exposed medical systems
DICOM Servers
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Internet exposed medical systems

Modi fy .

Patient
Address

Addr?2

City

State
Ship To
E-Mail
HOH
Employer
SSN MD Lic

Memo WORKS AT
DEA Class Restrictions[_

Patient Record Maintenance

Fri May 27, 2016

Sex Phone

FAX 000-0000

Cell 000-0000
DOB Wgt Hgt
Marital Status Residence Code
Pregnant? Lactating? Smoker?
Cash ICD-10
Disc
Use Safety Caps Y Language English
As of HIPAA Sig on file
Other Coverage 0 Default Plans
Species H AutoFill N MEDCO

Status Active

]
Allergies Last Updated On 01/28/14

F1 Menu F2Clear

Adherence 6%
Delivery Will-Call

FS5RxHst F6 Plan F7Detail F9 Help 10 Edit

Exposed user interface for patient record maintenance

containing ePHI

Y E
2] 2] Ll
RXWin Stodkiin POSWIN

RxWin MAIN MENU
Qspensing 3”1‘5 ?ﬁem mee fbout Egt

=10l ]

I+ Y B 5 5 EBE $ B

| New Rx T Rx Analysis Claims  Printers  Dial-up Stock P.OS

N

&K Gormbharmm

, ~ pharmacy software solutions

|

Updates  BackUps Exit

[Next RuNo. tForm

176735 | | Win32 on WInNT:6

( Name:
SERVER

[User Name:
[Client

|Trading Period
201105

Station No Version Build
96 1841 =

Server Share Name:
I\SERVER\C

DB Server Drive Letter:
ic:

DB Server Name:

Date and Time:
20 Sep 2017 | 09:08:49 |

012 €67 0260 I

Exposed pharmacy management software GUI




Attack phases

INTELLIGENCE ?

GATHERING _{ ASSET/DATA
MOVEMENT
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Points of entry
How the attacker can infiltrate your organization

Hospital Network

X,

ail DINS

DMz

4.

FT

Attacker

% Firewall

Router

Switch

_ Insider
Third

party
breach

Confidential


https://www.exploit-db.com/google-hacking-database

Points of entry
How the attacker can infiltrate your organization

Hospital Network

Router

Switch

_ Insider
Third

party
breach

Confidential
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Point of entry

Direct attack on internet exposed devices

Hospital Network

Confidential




Direct attack on internet exposed devices

Healthcare breaches - common use cases

HAGKINGg
Google Hacking

Hospital Network

enc‘ryvptlon perm
passphrases
crack 7
charactersor

brute-force

eoksia S SWO T dS .«

Denial of Service Password Attack

- .bonfidential



Direct attack on internet exposed devices

Healthcare breaches - common use cases

HAGKINGg
Google Hacking

Hospital Network

t rmu
pﬁencrpyﬁrd,efﬁlllob
crack
charactersororg:

brute-force
e m:."‘_‘l"(njzué[uﬁ ] d ~

Denial of Service Password Attack

: bonfidential



Direct attack on internet exposed devices
Google hacking
x Hospital Network

TIL

FT DNS

Attacker

‘% Firewall |

Router

A computer hacking technique that uses Google :
Search and other Google Applications to find

[ wireress — [
security holes in the configuration and computer D @
S

Ethernet

g

code that websites use

Confidential




Direct attack on internet exposed devices

Google hacking

* Amisconfigured database led to a
personal health data breach of 1.57 million
Inmediata Health Group patients

* The misconfiguration allowed search
engines to index internal Inmediata
webpages used for business operations

PHI of 1.5 Million Individuals Exposed Online by

Inmediata

Home Healthcare Data Privacy PHI of 1.5 Million
Individuals Exposed
Online by Inmediata

HIPAA
CERINMEDIATA Compliance

Checklist

- .bonfidential



Direct attack on internet exposed devices

Google hacking

ﬁ HIPAA o We hass (e sotion. ¢ : @ HIPAA 2

Database of New Jersey Healthcare Provider Found PHI of Almost 1 Million UW Medicine Patients

to be Leaking Patient Data Exposed Online
» A misconfigured database belonging to NJ- « University of Washington Medicine 974,000 patient
based Home Health Radiology, contained data was exposed online due to a misconfigured
sensitive data of about 37,000 patients server
exposed to the internet  The breach was discovered in December 2018 when

a patient conducted a search of their own name
and found a file containing their personal
iInformation

» Stored on an Elastic database that was not
password-protected and could be accessed
over the internet



https://healthitsecurity.com/news/health-data-of-974000-uw-medicine-patients-exposed-for-3-weeks

Healthcare breaches - common use cases

HAGKINGg
Google Hacking

Web Application
Hacking

Direct attack on internet exposed devices

Remote & teleworking
infrastructure

 J i
A TR TA
. A

Denial of Service

assphrases’o
crack 7
charactersororg

brute-force

Password Attack

: bonfidential

Hospital Network




Direct attack on internet exposed devices

Remote & teleworking infrastructure -> vulnerability exploitation ->‘hacking into VPN Connections

VPNs work by
creating a secure
virtual tunnel
through the
Internet to another
network or device

Ethernet

> 5 ®




Direct attack on internet exposed devices

Hacking into VPN Connections

-
&, workstation - Remote Desktop Connection

Switch User

. Windows 7 Enterprise

sand
" SA;
Qpulsesecure CLOUD SERVICES
 mmwio[mmmmi| |
I T
REMOTE ACCESS VPN GATEWAY ©

4 DATA CENTER

a;:nont

Internet
Citrix NetScaler
",_I\\ o B — .
- | - -
\ ! '
N
Server S1 Server S2 Server S3




Direct attack on internet exposed devices

Point of Entry->vulnerability exploitation->lateral movement->data exfiltration

» Attackers leveraged Heartbleed vulnerability (CVE- =y =
2014-0160) and gain user credentials from a Juniper @:‘ s e
device on the Community Health Systems network e Token (f?

— The credentials were used to login to the =il ==
company's VPN .—g;_. R

Corporate
Domain

Y
» Once connected to the VPN, the attacker moved laterally

and escalate their privileges within the organization

Data Exfiltrated

— They hacked their way into a database and stole
millions of ePHI records

WSt Want HIPAA taken care of?
@ HIPAA S ] Voo e s

Patients at Risk

- .bonfidential




Points of entry
How the attacker can infiltrate your organization

Hospital Network

Router

Switch

_ Insider
Third

party
breach

Confidential
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Ambush for outbound communication
Healthcare attacks common use cases

Watering Hole

<script> - </script>

, Cross-site
Man In the Middle scrioting (XSS

Confidential



Ambush for outbound communication
Healthcare attacks common use cases

Watering Hole

<script> - </script>

, Cross-site
Man In the Middle scrioting (XSS

Confidential



Ambush for outbound communication
Phishing attack

Ethernet

~ § ®




Ambush for outbound communication
Phishing attack lure

Phishing is a cybercrime in
which targets are contacted
by email, telephone or text
message by someone
posing as a legitimate
institution to lure individuals
into providing sensitive data
and/or clicking on a
malicious link or attachment

PayPal INc <neltone8@ecomm360.net>
ACCOUNT UPDATE - Receipt #1672914227

Inbox
legitimate

PayPal (@ecomma360.net)

Dear Customer,

Please note that your account will expire in less than 48h.
It is imperative to conduct an audit of your information is present, otherwise your ac-

InCIUdeS count will be destroyed.
PayPaI |OgO Started Now

We invite you to act fast, if you need any help you can contact our online support.

Please do not reply to this email. We are unable to respond to inquiries sent to this ad-

dress. For immediate answers to your questions, visit our Help Center by clicking
“Help” located on Revenue Page or email.
a S Or Yours sincerely,
is e-mail is confidential and/or may contain privirey -

aCt' O n If you are not the addressee or authorized to receive this for the addressee, you must not Use, copy, 1 t t
close, or take any action based on this message or any other information herein. p OI n S O

fraudulent site




Ambush for outbound communication

Phishing attack lure — Covid19 era

—
14:43 oo ~all 73% . )
B3 Menu Coronavirus disease (COVID-19) Important Communication - 0O x
S Reply nReply Al Wforwwdy OMakvy @Delete t &
< C OVI D Del ete Coronavirus disease (COVID-19) Important Communication.
I . WHO Center for disease tro

Sunday, 22 March 2020

Centre for disease control (CDC)
World Health Organization
Avenue Appia 20
CH-1211 Geneva 27, Switzerland
Fax: +41 22 791 4805
E-mail: cdc@who.int

URGENT: UKGOV has issued
a payment of 458 GBP to all
residents as part of its promise to

Home > Housing ndlncslenices > CouncilTay

Enter Your Post Code To

battle COVID 19. TAP here https: Apply for COVID-19 Relieve
//uk-covid-19.webredirect.org/ to R
apply 16:27 S
A {@i‘“@ Y)Vorld _He;a_lth
UK government SMS phishing-themed N S —

+ Relieve coverage so far

Coronavirus-themed spear phishing
email that uses the WHO trademark

Services and information Departments and policy
Eduatonsndteating Homsoveument o
Emoloving pecole Departments
Mortuige
e angpasotog Hovioa gloca v Bublcations

UK government-themed phishing page




Ambush for outbound communication

Spear phishing coronavirus-themed

« Email claims to provide information about precautions
people in Italy should take to protect themselves from the
Coronavirus

= y O s Coronavirus: Informazioni importanti su precauzioni - Message (Plain Text) 7T E - 0O X
MESSAGE

Tue 3/3/2020 12:38 PM

Dr. Penelope Marchetti <A xxX 488 @R G Xt ALK >

Coronavirus: Informazioni importanti su precauzioni

To XX Xuse

Message  [wi-|f16744643424.doc

Gentile Signore/Signora,

A causa del fatto che nella Sua zona sono documentati casi di infezione dal coronavirus,
I'Organizzazione Mondiale della Sanita ha preparato un documento che comprende tutte le precauzioni
necessarie contro l'infezione dal coronavirus. Le consigliamo vivamente di leggere il documento allegato
a questo messaggio!

Distinti saluti,
Dr. Penelope Marchetti (Organizzazione Mondiale della Sanita - Italia)

o See more about Dr. Penelope Marchetti. A




Ambush for outbound communication

Spear phishing coronavirus-themed

Email claims to provide information about precautions

people in Italy should take to protect themselves from the

Coronavirus
Attached is a malicious Word document

Once someone open the content in Word and clicks on
“Enable Content”, malicious macros are executed that
install Trickbot malware

f16744643424.doc [Compat) | - Word

@ & : ibility Mode
HOME INSERT DESIGN PAGE LAYOQUT REFERENCES MAILINGS REVIEW VIEW

o

1
Paste

Calibri (Body,~{11 ~ A A Aa~ #& =~

IStz == 8 0
e BIU-sux; A-Z-A- === - O

I SECURITY WARNING Macros have been disabled. Enable Content

Office

Your application activated
This document was created in an earlier version of Microsoft Office Word
To view full content please click "Enable Editing” and then click "Enable Content”

Office

Your application activated
This document was created in an earlier version of Microsoft Office Word
To view full content please click "Enable Editing” and then click "Enable Content”

AaBbCcDd  AaBbCcDd AaBh(C¢
1A al | YNo Spa Heading 1 Heading

i
AaBbCc AaBbCeL |

© Microsoft 2020

® Microsoft 2020




Ambush for outbound communication

Spear phishing coronavirus-themed

« Email claims to provide information about precautions
people in Italy should take to protect themselves from the

Coronavirus -_— 4=
\ oD,

« Attached is a malicious Word document S
«  Once someone open the content in Word and clicks on \\\9 ,\ ) "
“Enable Content”, malicious macros are executed that 6 \ ‘?9,/"#;’ Ej
install Trickbot malware S /' i \yiﬁ
* The Malware harvests information from a compromised /// - 9
endpoint and then attempts to spread laterally throughout 7 j}f

the network ’ =




Ambush for outbound communication

Spear phishing coronavirus-themed

« Email claims to provide information about precautions
people in Italy should take to protect themselves from the
Coronavirus

L o
| RyukReadMe.txt - Notepad

 Attached is a malicious Word document

File Edit Format View Help
your network has been penetrated.

L Once Someone Open the Content in Word and CIiCkS On A1l files on each host in the network have been encrypted with a strong algorithm.
Bﬁcléups were E'i‘%her' Encr‘ygted or deleted or‘hbackuphd;sks wege formatted. dd b
13 29 1~1 shadow copies also removed, so F8 or any other methods may damage encrypted data but not recover.
Enable Content”, malicious macros are executed that . . -
we exclusively have decryption software for your situation
. . No decryption software is available in the public.
Install TrICkbOt malware DO NOT RESET OR SHUTDOWN - files may be damaged.

DO NOT RENAME OR MOVE the encrypted and readme files.
DO NOT DELETE readme files.
This may lead to the impossibility of recovery of the certain files.

» The Malware harvests information from a compromised To get info (decrypt your files) contact us at

andyMitton@protonmail. com
r

endpoint and then attempts to spread laterally throughout snaistonetutanota. co
the network

1LKULheynNt IXgQNwMo24Mel rBBCOUECHT

Ryuk
No system is safe

»  After reconnaissance of the network, gaining admin
credentials and stealing data, the hackers will deploy the

Ryuk Ransomware and encrypt the files of all the ‘ STy
compromised endpoints on the network L




Singapore’s breach

Phishing->vulnerability exploitation->lateral movement->data exfiltration

« The crown jewels of the SingHealth network are the patient
electronic medical records

« After the initial reconnaissance of the hackers, the operatives sent
booby-trapped emails to Singhealth employees

« The trap consisted in a malicious attachment capable of
exploiting a known Outlook vulnerability

« When opened, the attachment launched a malicious code on the

victims’ systems Healthcare ITNews
« The rest of the attack consisted of using legitimate accounts to

guery databases and scour resources, like one on their own
systems, until they found what they were looking for

CHALLENGES, DIAGNOSED.

Asia Pacific

Hackers breach 1.5 million
Singapore patient records,
including the prime minister's




Singapore’s breach

Phishing->vulnerability exploitation->lateral movement->data exfiltration

@ Data exfiltration (27 June 2018 -

4 July 2018) R R
> Internet :
Healthcare Institution B
w°'k’Bmi°" j Compromised SCM 4 E]
26 June 2018 e i
i ( ) CIRX Server 1 | Queried SCM
’ @ Lateral movement & @SGH (27 June 2018 -
privilege escalation 4 July 2018)

(December 2017 - June 2018)

v

Healthcare Institution A

CITRIX Server2 | .
@GH a8

Workstati : :

Y e : Be vaskiicd  SEMDD
E Data transferred ' (27 :une 2018 - Servers
*********** (27 June 2018 - >\ . Theyann)

Initial entry 4 July 2018) e
23 August 2017
=0 ) CITRIX Server 3
) V@HDC
—p Attacker's movement to SCM DB Server CITRIX
—p Flow of data exfiltration
Servers

Confidential




Ambush for outbound communication
Healthcare attacks common use cases

Watering Hole

<script> - </script>

, Cross-site
Man In the Middle scrioting (XSS

Confidential



Watering hole attacks
Intelligence gathering->point of entry

1. Attacker profiles victims and
the kind of websites they go to.

2. Attacker then tests these websites
for vulnerabilities.

v

3. When the attacker finds a website
that he can compromise, he injects
JavaScript or HTML, redirecting the
victim to a separate site that hosts the
exploit code for the chosen vulnerability.

™” X

4. The compromised website is
now “waiting” to infect the profiled

victim with a zero-day exploit,

111CT

!
IUOL

like 3 lion wailtine at a
! w 02 11V YY) i L O

waile

ring hole.




Watering hole -> malware

% Corona-Virus-Map.com - a x

@ Coronavirus COVID-19 Global Cases by Johns Hopkins CSSE

Total Confirmed

Hubei Mainland
China

watering i ‘-; | P : __ ‘. ’ Henan Mainland
- < T FUROE i China
Hole Attack

China

\“: South Korea ~ Guangdong Mainl
\ al AFRIGA e and China
' taly . U

Iran by A Zhejiang Mainland (%
AUSTRAD nd China
Others

Internet NETED!

France

Germany

A coronavirus map hiding malicious downloader of a Malware




Points of entry
How the attacker can infiltrate your organization

Hospital Network

Firewall

Router

g Insider {/
ir
party threat

breach

Switch

Confidential



https://www.exploit-db.com/google-hacking-database

Insider/physical threat

Healthcare attacks common use cases

Hospital Network

Ethernet

~

of Personal Device

Confidential




Points of entry
How the attacker can infiltrate your organization

Hospital Network

Router

Switch

Insider

Confidential
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Third party breach

Healthcare attacks common use cases

Hospital Network

D

DM

~ y F1

z
A . EF
P wWww ail

Attacker

‘@ Firewall

Router

T
Third party e |

g

Switch




Third party breach

Healthcare attacks common use cases

o i charactersoio s
Pass | ‘or1=1-- : Sl brute-force

kB asSSWords

SQL Injection Password Attack

e T
/% = & _




Third party breach

Healthcare attacks common use cases

User s il ™ SO i
< i i, charactersororg
Pass | ‘or1=1-- : W b rLgte ~force

EEwWords
i=tabl

SQL Injection Password Attack

¢ l\' ——
T \Q}’ \Q"' \Q:‘




Third party breach - WebChart EMR application

Password attack -> SQL injection -> data exfiltration

Medical Informatics Engineering, an electronic health
records software firm, stored patient data in its
WebChart web app

Cyber hackers gained access to the web app
remotely by logging in with easily-guessed
credentials (User: “tester”, Password: “tester”)

The "tester" user did not have privileged access, but
did allow the attacker to submit a continuous string of
queries, known as a SQL injection attack,
throughout the database as an authorized user

The queries returned error messages that gave the
intruder valuable insight into the database structure

The intruder used information gained from the SQL
error messages to access the "checkout" user, which
had administrative privileges

The "checkout" user was used to access and
exfiltrate patient records
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1064 - You have an error in your SQL syntax; check the manual that
corresponds to your MySQL server version for the right syntax to use
near "\" at line 1

select products_model, products_name, products_short,
products_image, products_price, products_status, products_describe,
categories_name, manufacturers_name from products join
manufacturers on (fi_manufacturers = id_manufacturers) join
categories on (fi_categories = id_categories) where id_products = 837\
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https://webchartnow.com/vhcg/webchart.cgi

Existing and emerging cybersecurity threats to healthcare delivery organizations

Any questions/comments so far?
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Key challenges in balancing the resources with digital
transformation and cyber resiliency




Complexity | Value of Healthcare Record | Increasing Threats

Data Breach Cost Per Record
Health $408

Financial $206
Technology $170
Education $166

Comm $128

$0 $100 $200 $300 $400 $500

Healthcare again tops industries for
cybersecurity attacks, data breaches




Challenges — Privacy and Cybersecurity

» COVID-19 created significant financial stress

» Crisis required companies to expediently rollout Telehealth program

» Reqgulators helped to allow several point to point technologies

» Office for Civil Rights (OCR) has published several clarifications and some waivers
» Number of cyber threat actors and attacks continue to increase

» Companies have a business/regulatory need to exchange information

» Retention of cybersecurity and technical resources

Healthcare organizations must address defensive controls while building a strategic
program for privacy and cybersecurity




Risks prioritization and remediation

» Resources are limited — have to prioritize
critical risks and initiatives

» Conduct ongoing risk assessments and
compliance reviews

» Communicate to the operations and
leadership teams

» Identify critical infrastructure/crown jewels
systems

— determine a minimum operational
security baseline

— segmentation to minimize the exposure
and loss of data (easier said than done)
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Practical recommendations and best practices
(people | process | technology)




Opportunities for improvement

» Time to establish a robust and meaningful risk management program across the organization
» Review existing security infrastructure and technologies
— Potential consolidation/integration opportunities
— Evaluate operational maturity and metrics
— Transparent communication to the leadership team
» Evaluate critical third-party vendors and their risk management program
— Business resilience maturity review
— Review of offshore operations, access, and storage
» Bring visibility to ongoing threats, vulnerabilities, and remediation
— More challenges for providers with medical devices/technologies
» Security Incidents and breaches
— Perform thorough and honest investigation

— Leverage incidents to create continuous improvement




Opportunities for improvement (contd...)

» Develop risk escalation process and matrix/protocol for risk acceptance
— Executive leadership and Board members should have visibility and understand risks
» Legacy applications — develop a strategy and a roadmap
— Archiving legacy data | Applying mitigating controls | Minimizing data exposure
» Review of data retention requirements (minimize exposure)
» Security Analytics — quick detection and containment of security incidents
— Logging, auditing, and monitoring

— Leverage Security Incident and Event Management (SIEM) and security infrastructure tools to
the fullest advantage

» Collaborate and exchange best practices with Healthcare systems in your community

— Networking with CISOs, Privacy, Security, Legal and Compliance leaders




Data Access | Data Governance | Data Loss Prevention

Data Governance Data Loss Prevention program

(technology is just one part)
» Establish a multi-disciplinary group with Clinical, IT,
Privacy, Cybersecurity, Compliance, Legal and
Operations

» Follow your data — understanding of your data
sources, data flows, and review of access is
paramount

— Minimum necessary privileges
— Periodic access reviews e
— Retention requirements B i & rroventin

» Rigorous reviews of external data flows,
establishing consistency and transparency, and
training of business leaders
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— Establish quarterly business reviews and
annual attestations to ensure accountability
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COVID-19 and Business Resilience

» Healthcare providers operate with poor maturity in handling business continuity, IT disaster
recovery, and emergency management

— COVID crisis presents an opportunity to revamp the entire program
» Consumers/Patients | Workforce | Partners/Business Associates
» Communication strategy/platform specific to pandemic crisis

» COVID-19 and the future of work strategies — lessons learned from Tech companies
— Re-evaluate policies for Work from Home
— Flexibility with Staffing and Hours
— Remote Collaboration Technologies
— Train employees to build productivity

— Manage mobile and personal devices




What is a Business Continuity/Disaster Recovery (BC/DR) plan?

Minimum maintenance

Check and inflate whenever Test backups monthly.

normal tires are inflated. Test full plan every year.
Replaced at first signs of dry  Revise following major
rot. Or every 6-10 years changes in application or
depending on tire. infrastructure. Typically 3-5
years.
Consequences

Spare tire may fail when you = DR/BC Plan may fail when you

need it most, resulting in need it most resulting in data
towing fees, property loss, unacceptable downtime,
damage, injury, or death. fines, and impact to patient

care.




Medical Device Security

» Cybersecurity of medical device hardware and software is a patient care concern
— Traditional focus has been on safety and efficacy for one patient at a time

— Cyber compromise can impact many patients (Ex: tens of thousands infusion pumps recalled
due to vulnerability)

» Need waivers and mandate for cybersecurity tool interoperability
— Antivirus, endpoint integrity, encryption, data sanitization
— Typical medical device OSs support all major tools
— FDA device review / clearance process excludes out cyber tools
— Vendors unable / unwilling to allow many cyber tools

Medical Device Data Interoperability

— MDS2 verification clot computing
» New approaches:
PP . L L ¢ = .n."m./'
— Automatic identification & classification 3 =

— Flow visibility and behavioral anomaly detection

“Home-spitals”

— Context aware micro/macro-segmentation




Brainstorm —
practical recommendations
and best practices

(People | Process | Technology)




Communication strategies to the leadership

Threats, vulnerabilities, and organization’s preparedness
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Thank You!
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Ram Ramadoss Ido Geffen
System Senior Vice President, Privacy, VP Product & Customer
Information Security and EHR Success
Compliance

Phone: +1 (646) 860-5452 /
Phone: +1 (720) 624-9613 +972 (55) 559-4126
Ramramadoss@catholichealth.net I[do@CyberMDX.com
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Closing

For more cybersecurity information and best
practices, be sure to check out the 405(d) publication

titled: R e W
»’i{é&;\NDUS TR }" Jf ét".,'
Health Industry Cybersecurity Practices: 7 @"v.,'
Managing Threats and Protecting Patients (HICP) ,§§> Y
i %o, %
The publication details the top five threats facing the i 2 =
healthcare industry and the top 10 practices to 1 Z ;CQ ‘
mitigate. Read the entire publication on our website: % 8
www.phe.qov/405d. & ¢
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Next 405(d) Spotlight Webinar:

™, -
o, HHS 405(8),

August: Date and Topic TBD; Invites will go out in Ty
early July!

This webinar is for information purposes only and aims to broaden awareness and align healthcare security
approaches. The topics chosen are developed by a different 405(d) task group member each iteration and do
not reflect the views of HHS as a whole. All task group members have been invited to contribute this webinar
series
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http://www.phe.gov/405d

Thank you for joining us!

Visit us at: www.phe.qov/405d
Contact us at: CISA405d@hhs.qgov
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