
CYBER DILENGENCE &  
 HEALTH CRISES 

If you are looking for other cybersecurity best practices, cybersecurity tips, or 
resources for your healthcare organization check out the 405(d) Program website at 

405d.hhs.gov or on Social Media @ask405d on Twitter, Instagram, and Facebook!
Aligning Health Care 
Industry Security Approaches 

HHS 405(d)

During a health crisis, keeping patients safe is the #1 priority 
so remember, Cyber Safety is Patient Safety.

Be cautious of the 5 
most prevalent 
cybersecurity threats 
during a health crisis:
1. Ransomware Attack

2. Email Phishing

3. Network Vulnerabilities

4.  Loss or Theft of Equipment
or Data

5. Medical Device Security

To protect your patients and 
organization, keep in mind 
these cyber safety tips:
1. Don’t click it, check it

2. Prevent it, See it, Report it

3. Secure your home office

4. Know your back up plans

5.  Be mindful not to connect or

plug in personal devices into

work stations

KEEP YOUR PATIENTS SAFE BY PRACTICING THESE CYBER TIPS!

http://405d.hhs.gov



