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PRESCRIPTION:

Endpoint Protection Systems

An organization’s endpoints must be protected. Endpoints include desktops, laptops, mobile
devices, and other connected hardware devices (e.g., printers, medical equipment). Because
technology is highly mobile, computers are often connected to and disconnected from an
organization’s network.

Protect yourself and your patients by following the course of treatment below:

For Small Organizations:

e Remove administrative accounts as most users in an organization do not need to be authorized
as system administrators with expanded system access and capabilities. Removing this access
can mitigate the potential damage caused by an attacker who compromises that endpoint.

e Patching (i.e., regularly updating) systems removes vulnerabilities that can be exploited by
attackers. Each patch modifies a software application, rendering it more difficult for hackers to
gain access.

¢ Implement Basic Endpoint Protection Controls such as antivirus software, full disk encryption
and patching. Each endpoint in your organization should be equipped with these controls and
configured to update automatically.

For Medium/Large Organizations:

In addition to instituting the tips for Small Organizations be sure to incorporate the following

e Automate the provisioning of endpoints. When using value-added resellers (VARs), ensure
they preconfigure endpoints before delivering them to your enterprise.

e Use Mobile Device Management (MDM) technologies. MDM technologies manage the
configuration of devices connected to the MDM system.

¢ Implement Endpoint Detection and Response technologies. These technologies allow
cybersecurity departments to query large fleets of endpoints for suspicious activity.

For more Endpoint Protection Systems practices, please visit www.405d.hhs.gov to download a
copy of the HICP technical volume for your organization. Check out the available resources 405(d)
has to offer by visiting our social media pages @ask405d on Facebook, Twitter, and Instagram!



http://www.405d.hhs.gov




Accessibility Report





		Filename: 

		Endpoint Protection Systems Poster_R.pdf









		Report created by: 

		



		Organization: 

		







[Enter personal and organization information through the Preferences > Identity dialog.]



Summary



The checker found no problems in this document.





		Needs manual check: 2



		Passed manually: 0



		Failed manually: 0



		Skipped: 1



		Passed: 29



		Failed: 0







Detailed Report





		Document





		Rule Name		Status		Description



		Accessibility permission flag		Passed		Accessibility permission flag must be set



		Image-only PDF		Passed		Document is not image-only PDF



		Tagged PDF		Passed		Document is tagged PDF



		Logical Reading Order		Needs manual check		Document structure provides a logical reading order



		Primary language		Passed		Text language is specified



		Title		Passed		Document title is showing in title bar



		Bookmarks		Passed		Bookmarks are present in large documents



		Color contrast		Needs manual check		Document has appropriate color contrast



		Page Content





		Rule Name		Status		Description



		Tagged content		Passed		All page content is tagged



		Tagged annotations		Passed		All annotations are tagged



		Tab order		Passed		Tab order is consistent with structure order



		Character encoding		Passed		Reliable character encoding is provided



		Tagged multimedia		Passed		All multimedia objects are tagged



		Screen flicker		Passed		Page will not cause screen flicker



		Scripts		Passed		No inaccessible scripts



		Timed responses		Passed		Page does not require timed responses



		Navigation links		Passed		Navigation links are not repetitive



		Forms





		Rule Name		Status		Description



		Tagged form fields		Passed		All form fields are tagged



		Field descriptions		Passed		All form fields have description



		Alternate Text





		Rule Name		Status		Description



		Figures alternate text		Passed		Figures require alternate text



		Nested alternate text		Passed		Alternate text that will never be read



		Associated with content		Passed		Alternate text must be associated with some content



		Hides annotation		Passed		Alternate text should not hide annotation



		Other elements alternate text		Passed		Other elements that require alternate text



		Tables





		Rule Name		Status		Description



		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot



		TH and TD		Passed		TH and TD must be children of TR



		Headers		Passed		Tables should have headers



		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column



		Summary		Skipped		Tables must have a summary



		Lists





		Rule Name		Status		Description



		List items		Passed		LI must be a child of L



		Lbl and LBody		Passed		Lbl and LBody must be children of LI



		Headings





		Rule Name		Status		Description



		Appropriate nesting		Passed		Appropriate nesting










Back to Top

