Leadership For IT Security & Privacy Across HHS

HHS
CYBERSECURITY
PROGRAM

Office Of Information Security

Cybersecurity is a leading issue within the
Healthcare and Public Health (HPH) sector. In
order to better prepare for and mitigate
cyber-attacks the U.S. Department of Health and
Human Services developed two programs, the
405(d) Program and the Health Sector
Cybersecurity Coordination Center (HC3), to help
engage the public to practice cybersecurity as a
shared responsibility and actively participate in
creating a more resilient nation.

Contact Us

For more information or if you have any
questions please reach out to either program by
email, which are listed below:

405(d)
CISA405d@hhs.gov or online at405d.hhs.gov

HC3
HC3@hhs.gov
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HC3

Health Sector Cybersecurity Coordination Council

HC3 works to collaborate with the Healthcare and
Public Health (HPH) sector by helping to identify,
correlate, and communicate cybersecurity
information by developing various informational
engagements to support cybersecurity programs
and mitigate damage from security breaches.

Resources & Engagements
e Sector Alerts
e Monthly Threat Briefings
e White Papers

405(d)

Aligning Healthcare Industry Security Approaches

405(d) aims to develop consensus-based guidelines,
practices, and methodologies to strengthen HPH
sector’s cybersecurity posture against cyber threats by
producing various engagements to share with the
sector that promote cyber safety as patient safety.

Resources & Engagements

e 405(d) Post

e 405(d) Spotlight Webinar

e Town Halls

e Cybersecurity Awareness Materials
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