12 TIPS

FOR SAFE
TELEWORKING
FROM HICP!

The healthcare workforce is always evolving

and becoming more and more flexible.
With this flexibility comes new risks and

in order to continue to keep our patients
safe from cyber threats we must practice
vigilance while teleworking. The Health
Industry Cybersecurity Practices: Managing
Threats and Protecting Patients publication
not only details how to protect healthcare
organizations from cyber threats but also
gives many tips on how to keep your
teleworking space safe from cyber threats.

HHS 405(d)

Aligning Health Care
Industry Security Approaches

For more information on the Health Industry Cybersecurity Practices: Managing Threats
and Protecting Patients publication to learn about telework mitigation practices check

out our website at www.405d.hhs.gov or email us at cisa405d@hhs.gov

WHAT YOU
SHOULD DO AT WORK:

Establish organizational policy and procedures
for teleworking for your employees to follow
Secure your teleworking equipment with the
appropriate security scans and software
Provide secure remote access such as a Virtual
Private Network (VPN) for your employees
Always keep device operating systems and
apps up to date and available

Provide training and awareness programs for
your employees and explain the cybersecurity
risks of teleworking

Ensure policies and procedures are clear and
distributed for reporting suspicious activity,
potential, and actual breaches

WHAT YOU

SHOULD DO AT HOME:

Only access company data with your company
equipment if possible

Always use your company’s secure remote
access while working

Protect your physical equipment by securing
it in a secure location while away from the
office

Keep an eye out for social engineering and be
vigilant in recognizing email phishing scams
While teleworking avoid using open public
internet networks, always ensure you have a
private network

Stay alert and report suspicious activity to the
appropriate department immediately



http://www.405d.hhs.gov
mailto:cisa405d@hhs.gov




Accessibility Report





		Filename: 

		Teleworking Tips_R.pdf









		Report created by: 

		



		Organization: 

		







[Enter personal and organization information through the Preferences > Identity dialog.]



Summary



The checker found no problems in this document.





		Needs manual check: 2



		Passed manually: 0



		Failed manually: 0



		Skipped: 1



		Passed: 29



		Failed: 0







Detailed Report





		Document





		Rule Name		Status		Description



		Accessibility permission flag		Passed		Accessibility permission flag must be set



		Image-only PDF		Passed		Document is not image-only PDF



		Tagged PDF		Passed		Document is tagged PDF



		Logical Reading Order		Needs manual check		Document structure provides a logical reading order



		Primary language		Passed		Text language is specified



		Title		Passed		Document title is showing in title bar



		Bookmarks		Passed		Bookmarks are present in large documents



		Color contrast		Needs manual check		Document has appropriate color contrast



		Page Content





		Rule Name		Status		Description



		Tagged content		Passed		All page content is tagged



		Tagged annotations		Passed		All annotations are tagged



		Tab order		Passed		Tab order is consistent with structure order



		Character encoding		Passed		Reliable character encoding is provided



		Tagged multimedia		Passed		All multimedia objects are tagged



		Screen flicker		Passed		Page will not cause screen flicker



		Scripts		Passed		No inaccessible scripts



		Timed responses		Passed		Page does not require timed responses



		Navigation links		Passed		Navigation links are not repetitive



		Forms





		Rule Name		Status		Description



		Tagged form fields		Passed		All form fields are tagged



		Field descriptions		Passed		All form fields have description



		Alternate Text





		Rule Name		Status		Description



		Figures alternate text		Passed		Figures require alternate text



		Nested alternate text		Passed		Alternate text that will never be read



		Associated with content		Passed		Alternate text must be associated with some content



		Hides annotation		Passed		Alternate text should not hide annotation



		Other elements alternate text		Passed		Other elements that require alternate text



		Tables





		Rule Name		Status		Description



		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot



		TH and TD		Passed		TH and TD must be children of TR



		Headers		Passed		Tables should have headers



		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column



		Summary		Skipped		Tables must have a summary



		Lists





		Rule Name		Status		Description



		List items		Passed		LI must be a child of L



		Lbl and LBody		Passed		Lbl and LBody must be children of LI



		Headings





		Rule Name		Status		Description



		Appropriate nesting		Passed		Appropriate nesting










Back to Top

